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Connected with other services
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loT Create a Bridge Between OT & IT

Operations Technology
(OT)

Information Technology
(IT)

Trusted Connectivity

Protocol & Data bridge
Factory Manager CIO
Storage & Analysis
First priority: Operations First priority: Security

Security Management

Policy Management

Add IOT capabilities without disturbing operations & existing security
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Build, test, and deploy with a new level of ease, simplicity and speed.
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Helix Device Cloud 2.1

Big Data and .
Enterprise IT Sl EEEE A
JAN

PI .
Telemetry and data services

Device management

loT Platform with pre-integrated best of
breed components

Helix Device-side APl and development tools

— .
Device
Cloud Cloud-side API and development tools
"
sensors . EYNERTHEEN Security
Device 57 AP
> _ . .
NI O | Embedded Software Accelerations mechanisms

Sample code
Professional services

Deploy - Monitor - Service - Manage > Update - Decommission
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loT Device Lifecycle Management

Deploy

Decommission
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loT Device Lifecycle Management

Activity List

Deploy
* Provisioning
 Configuration

Decommission
« Data purging
* Shutdown
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» Telemetry data
* Alerts

Update
« Software updates
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loT Device Lifecycle Management

Deploy

Decommission
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[:> Monitor |:> Service
2

Manage

<j Update <]

Decommission

Deploy
Connect Sensors on

logged into the Helix Device
Cloud management console. Gateway or Devices

fw 8

L C | & https://preview.helixdevicecloud.com/#/devices

RULES LOGS

VALY DEVICES

STANDARD ACTIONS v CUSTOM ACTIONS v UPDATES
20 of 20 (0 Select ‘ Search Devices Q‘
=

05 Type

MAC Address
UsSB
NUe Stick

Model  Device ID

Name
(%)

O

7o5cfg:4a10:91 wrlinux 7.0.0.1

» ot Thierry's NUC

device
» iot- Paul's HLC-1 00:19:a0:e1:1c:%f wrlinux 7.0.0.13 H

e e Temperature Arduino Relay
Sensor 101
P iot- 1440EDAB-BBFA-0AS- fe:za:14:69:7:62  wrlinux 7.0.0.15 [ ]
(4 % B 0
-
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Configuration

Boot target

Verify device is registered in HDC Ul

Use MAC address to locate your
device

Edit device details to give a friendly
name

Enable Agent

Drop device on map
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Monitor |:> Service
Decommission <j Update <] Manage

STANDARD ACTIONS v CUSTOM ACTIONS v UPDATES v

Q
Restore Factory Images
. - decommission_device .
W ~ ot Howard's MUC b1s
device Enable
Remote Login
Friendly Name:
Howard's NUL
Location: Longitude:
addr
il “
b iot- Victor's 1st Device c0:3f:d5:6b:f3:4f  wrlinux 7.0.0.15
E evice
I b BAJA taking over Victor's  c0:3f:d5:6b:9d:c wrlinux 7.0.0.15

Q

-
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loT Device Lifecycle Management

Deploy

Decommission

Monitor
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Monitor Device Status P P4
Remote Access

Initiate remote login sessions from the HDC Portal
Multiple remote login sessions are possible

Monitor agent traffic:
% journalctl -u udm-agent -f

_ Diagnostic Tools:
% ~c (ctrl + ¢) to exit
% journalctl -u ubroker -e

EXit extra remote Iogln SessSIons % journalctl -u udm-agent -e
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API Introduction o

. Decommission <:] Update <] Manage
Accessing Sensors & Actuators

3 Z
Z 3
S =

>
2 T

Device OS

HDC uses APIs to abstract away complexities of developing
loT applications

Sensor API to interact with peripherals

Algegt API to send data to and receive commands from the
clou

15 © 2016 Wind River. All Rights Reserved. @ @ M
AN INTEL COMPANY



Helix Device Cloud Rules & Alerts oo e o

Objective: Create a rule to activate the relay (previous step) if temperature
IS above a certain value, and to release it if under a certain value

Create high temp rule:

if temperature’' > VALUE_1 on 'my device' then ‘Relay_D4 ON‘ action & ‘my
device’ alert

Create normal temp rule:
if temperature' < VALUE_2 on 'my device' then 'Relay_D4 OFF’ action

Trigger the rule by holding the temp sensor in your hand

O
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loT Device Lifecycle Management

Deploy

Decommission
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Deploy [:> Monitor |:> “

L

Helix Device Cloud File Transfer o P e Y

AL DEVICES RULES LOGS

Objective: Download log files for analysis
NOTIFICATIONS

Latest Dismiss all

Devices

From the Management console, select ‘My
Device’ then choose ‘Retrieve Log Files’ from the @ Howard's NUC
Standard Actions menu.

Receive (1) Log Files x

+" FILET1XNT4tar

Notification in the top right corner of the screen will comioso s (@)

show that the command has been sent to the Restart
device. e
‘ Retrieve Log Files ;@-:5.4359.%5&?9;
Upon successful completion will trigger follow up - Receie (3)Log Fes x
message in the same area. o ®c° "
In the successful notification message, click Device Adrss e
download to save the log files to local computer. 05 Version
. . MAC Address c0:3f:d3:6b:98:56
Open the payload to view the log files
Firmware Version 200

Manufacturer Vendor

Manufacturer Device dev-101
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loT Device Lifecycle Management

Deploy

Decommission

© 2016 Wind River. All Rights Reserved.

L)

Monitor

Update

©0©600

L)

Service




Manage — .
Manage the software installed on the device

Objective: monitor update traffic between the agent and the cloud .
In the management console locate your device
Custom Actions -> Remote Login
Login with
Execute this manage command
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loT Device Lifecycle Management

Deploy

Decommission

© 2016 Wind River. All Rights Reserved.

L)

-

Monitor

Update

©0©600

L)

-

Service




Remote S/W Updates

Once a package has been Updote Device

Created’ It IS uploaded to the Select an update to apply to your selected devices
platform. —

Packages have been preloaded.

Navigate to your device and select | ciouses

the update package to be installed
on your device.
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loT Device Lifecycle Management

Deploy

Decommission
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Deploy [:> Monitor |:> Service

Update <] Manage

Decommission

“"WIND DEVICES RULES LOGS

In the Ul, select your device
from the device list and do the
fo I I OWi n g : STANDARD ACTIONS v CUSTOM ACTIONS v UPDATES v

Custom Actions -> Disable [ Q] (e oo al

- b iot- EAEF4448-9DTF-EFCE decommission device 6 0 -
Custom Actions -> Shutdown deics ya037BTICECIRES 2
Restore Factory Images
™ » ot Howard's NUC Remote Login é o
device
De I ete th e ru IeS yo u C re ate d " I P ot Victer's 1st Device c0:3f.d5:6b:f3:4f  wrlinux 7.0.0.15 (]
" devi
-> ‘Mv Rule’ -> Delet
RU|eS > V u e > e e e > iot- BAJA taking over Victor's c0:3fd5:6b:9dicd  wrlinux 7.0.0.15 (%]
All / Rules howard-action device 2nd Device
howard-action b ot Test-AOE4 c0:3fd5:ebialied  wrlinux 7.0.0.15 o
Rule ID: 432 device -0
Edit ‘ 0 Delete I P oot Victor's Hijacked Device ¢0:37:d5:6b:98:12  wrlinux 7.0.0.15 0
device
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