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New PHY variants

 Bluetooth LE v5.0 adds two new PHY variants.

e LE 2M PHY
e 2Ms/s, GFSK.

« It allows the physical layer to work at 2 Mbps and, as consequence, the application can achieve higher data rates than LE 1M. Since
packets are shorter, power consumption is improved.

« LE Coded PHY
* LE Coded PHY uses the Forward Error Correction (FEC) to correct errors on received packets.
« This allows the received packet to be correctly decoded and increases the transmitter distance.

 LE 1M PHY(Bluetooth LE v4.x)
 1Ms/s, GFSK.

Ky 3
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New PHY variants

« LE 2M PHY

« 2 Msym/s modulation
» Uncoded data packet.

« Same packet format for all uncoded PHYs (LE 1M and LE 2M)
* Only preamble is different (twice the bits for LE 2M in order to have same duration)

e LE Coded PHY

* 1 Msym/s modulation
« SameasLE 1M

« Payload can be coded with two different rates:
500 kb/s (S = 2)

.« 125kb/s (S = 8)
S=8 coding S=2 or 5=8 coding

80 ps 256 ps 16 ps 24 ps N™8"S ps 24°Sus 3"S us

Preamble | Access Address | CIl | TERM1 | PDU, N bytes |CRC | TERM2

FEC block 1 ) FEC block 2

Ky i
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Symbol Rate
Data Rate

Error detection

Error
Correction

Range
Multiplier

(approx.)

Bluetooth 5
Requirement

1Ms/s
1Mbit/s
CRC

NONE

Mandatory

1Ms/s
500 Kbit/s
CRC

FEC

Optional

New PHY variants

LE 1M LE Coded LE Coded LE 2M
S=2 S=8

1Ms/s
125 Kbhit/s
CRC

FEC

Optional

2Ms/s
2 Mbit/s
CRC

NONE

0.8

Optional




Extended Advertising

* |uetooth low energy v5.0 advertising extension capability allows
» to extend the data length in connectionless scenarios (i.e. beacon)
» to have multiple sets of advertising data to be sent
« Bluetooth low energy v4.x : payload size for advertising (31 Bytes)

* New extended advertising packets can use the BLE 4.x connection channels (0-36) for extending
advertising payload up to 255 octets.

« Initial advertising and legacy PDUs are transmitted on 3 RF channels (37,38, 39), known as
“primary advertising physical channel”.

« Most of the communication is made on 37 RF channels, the “secondary advertising physical
channel”.

Ky :
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Extended Advertising

« ADV_EXT_IND: new packet that can be sent on the Primary AdvPhyChannel
» If needed, it contains the pointer to an auxiliary packet on the Secondary AdvPhychannel

* Most of the info is on the Auxiliary packet

Primary

. Secondary

e
»

7
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Extended Advertising

 Itis also possible to create a chain of advertising packets on Secondary channels in order to
transmit more advertising payload data

« Each advertising packet on Secondary Channel includes on its AuxPtr the number of the next Secondary Channel for
the next adverting packet on the chain.

» Each packet in the chain can be sent on a different RF channel.
» AuxPtr : 6 bits channel index.(not physical channel)

* Reduced Contention and Duty Cycle ‘

« Adirect advantage of new extended adverting packets is the capability to send less data on Primary Channel
(37,38,39) reducing the contention.

» Advertising data is sent only once, on the Secondary Channel, instead of 3 times on channel 37, 38 and 39: overall
duty cycle is reduced.

Legacy Advertising Extended Advertising

Ky 3
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BlueNRG .
BlueNRG 3" Generation

Network CoProcessor Wireless SoC

»

BlueNRG-MS g BlueNRG-2N BlueNRG-1 BlueNRG-2 BlueNRG-LP

BT4.2 Certification BT5.0 Certification BT5.0 Certification BT5.0 Certification BT5.0 Certification
LE Privacy 1.2 LE Privacy 1.2 LE Privacy 1.2 +Advertisement ext.

LE Secure Conn LE Secure Conn LE Secure Conn +High speed (2 Mbps)
LE Data Len ext LE Data Len ext. +Long range

Scalability

Cortex-M0, 32MHz Cortex-MO0, 32MHz Cortex-M0O+, 64MHz
MEMORY: 160KB/24KB | MEMORY: 256KB/24KB | MEMORY: 256KB/32-64KB
Up to 15 GPIOs Up to 26 GPIOs Up to 32 GPIOs

BlueNRG-248 BlueNRG-345M/355M¢,

BlueNRG-MSQTR BlueNRG-232N BlueNRG-132 BlueNRG-232 BlueNRG-345A/355A

BlueNRG-MSCSP BlueNRG-234N BlueNRG-134 BlueNRG-234

KYI Value Value .,

4
life.augmented 10-year longevity commitment on BlueNRG and Spirit, chips and modules

BlueNRG-345V/355V,



https://www.st.com/content/st_com/en/landing-page/low-power-wireless-chips-and-modules-longevity.html?icmp=tt13655_gl_bn_dec2019?icmp=tt13676_gl_lnkon_jan2020

N

BlueNRG

BLE 5.0 Network CoProcessor (fully compliant with BLE Core v4.2)

BlueNRG-2N

Bluetooth LE 5.0 certified

Radio performances
* Sleep current consumption down to 900 nA

e TX current consumption 6.8 mA (@ -2
dBm, 3.0 V)

* RX current consumption 6.2 mA (@
sensitivity level, 3.0 V)

* Up to +8 dBm programmable output power
level (@ antenna connector).

* Excellent RF link budget (up to 96 dB)

* Integrated DC/DC Step Down Converter
and LDO regulators.

The device comes pre-programmed with a

production-ready and certified stack
image.

Lyy
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HOST

BlueNRG-2N L [ LxSPI | | 1xUART |

L

| Application Controller Interface

ARM Cortex MO
@ 32MHz

Program Memory
FLASH 256kB

Data Memory
RAM 24kB

BlueNRG Core Coprocessor

€) BLE 4.2 radio

Security & HW
accelerators

Power Management Unit

Regulators

Timing & Control

DC-DC
converter

Availability

BlueNRG-232N QFN32
BlueNRG-234N WLCSP

Selectable SPI or UART interface (via 1 GPIO)
FOTA supported ( 256kB Flash embedded )
LE Data Length Extension (up to 700kbps at application level)
* Over-the-air firmware update is 2.5 times faster
LE Privacy 1.2
* Reduces the ability to be tracked over a period of time by
changing address on a frequent basis without involving the
HOST and saving battery life.
LE Secure Connections
* The pairing mechanism is established with the Elliptic
Curve Diffie-Hellman (ECDH) key agreement protocol
enabling a secure Key Exchange mechanism preventing
eavesdropping.
Multi master to multi slave communication guaranteed.
* 2 Masters to 6 slaves simultaneously
* Up to 8 simultaneous connections handled.
Operating supply voltage: from 1.7 to 3.6 V

Operating temperature: from -40 up to 105 °C

Ordering codes
* BlueNRG-232N QFN32
* BlueNRG-234N WLCSP



N BlueNRG-LP SoC
More than BLE 5.0 fully compliant

BlueNRG

Bluetooth LE 5.0 certified [ High Throughput: 2Mbps Data Rate
BLE 5.1 radio 2.4GHz Radio = Prt;f;asn ;I:eerlr::rv * Distance Robustness: Long-range 125kbps or 500kbps
Radio performances " 2Mbps data-rate 9 Driver g Pl * Advertisement Extension: 255 bytes Advertising data,
. RX Sensitivity k')eVe| A Extension S | [ pata Memory * Advertising Data Set and Periodic Advertising Sync Transfer
“elEm @ Hiilpe e BlueNRG Core || + | | RAM 32 or 64 kB 2x1%C * Robust Frequency Hopping: Channel Selection Algorithm #2
* -104 dBm @ 125kbps « Channel sefection Coprocessor || . _
© P f\rllgoritl:nsl ;:z ‘ f ARM Cortex MO+| |, cp 2 GATT caching
* Up to +8 dBm output power * GATT Caching 2 up to 64MHz * ARM Cortex-M0+, 64 MHz
o
level. (1dBm step) in & filter BLE Link Layer || @ = | vesystick | | & » 256-Kbyte Flash, 32 / 64-KByte SRAM, MPU
* 4.3 mA TX current (@ -2 dBm, 8 Ch. DMA Engine o 2  Extensive peripheral set: 2 x SPI/12S, 1x SPI, 2 x I2C, 1 X
3.3V) Security & HW accelerators Analog Front End | | wmic1/¢ USART, 1 x UART, 6 x PWM, 1 x PDM, 1 x 12-bit ADC SAR
* 3.4 mA RX current (@ 8 Ch. ADC * Analog microphone i/f with PGA
sensitivity level, 3.3 V) Power Management Unit Montorng ExPWM * True Random Number Generator (RNG)
Timing & Control | DC-DC . e Hardwarg encryption AES 128-bit security co-processor
Reduced BOM cost . Regulators|| erter PR— * HW public key accelerator (PKA)
* Integrated Balun & Filter. with PGA W:it;'::"g e CRC calculation unit
* Capacitor-less 32MHz crystal. S * 48-bit unique ID

. * Operating supply voltage: from 1.7 to 3.6 V
f\dl\zllzrs]ﬁergasdej\(/:vl:i:g):)rsoitta'ction ORDERING CODES * Operating temperature: from -40 up to 105 ‘C
c Sepuie baailecr * Package available: QFN32 (20 GPIOs), QFN48 (32 GPIOs),

« SWD access can be disabled * BlueNRG-345AC / BlueNRG-355AC - Package QFN32 WLCSP49 (26 GPIOs)

* BlueNRG-345MC / BlueNRG-355MC - Package QFN48
‘_ * BlueNRG-345VC / BlueNRG-355VC - Package WLCSP
life.augmented



N

BlueNRG

Bluetooth LE 5.0 certified

Radio performances
* RX Sensitivity level
* -97dBm @ 1Mbps

* -104 dBm @ 125bps

* Up to +8 dBm output power
level.

e 4.3 mA TX current
e 3.4 mA RX current

Reduced BOM cost
* Integrated Balun & Filter.

* Capacitor-less 32MHz crystal.

Advanced security set
* Flash read/write protection.
* Secure bootloader

Preloaded certified stack

Lyy
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BlueNRG-LP ~ BlueNRG-305
More than BLE 5.0 fully compliant

BLE 5.1 radio

= 2Mbps data-rate

: " Long Range

i = Advertising Extension
= Advertising Data Set
= Periodic Advertising

- Channel Selection
i Algorithm #2
: = GATT Caching

2.4GHz Radio Driver

BlueNRG Core

Coprocessor

Bluetooth Low Energy
Stack

Balun & filter

Application SPI

Controller Interface |[ UART

Security & HW accelerators

Timing & Control

Power Management Unit

DC-DC

Regulators
- converter

High Throughput: 2Mbps Data Rate
Distance Robustness: Long-range 125kbps or 500kbps

Advertisement Extension: 255 bytes Advertising data,
Advertising Data Set and Periodic Advertising Sync Transfer

Frequency Hopping Robustness: Channel Selection Algorithm
#2

GATT caching
True Random Number Generator (RNG)

Hardware encryption AES maximum 128-bit security co-
processor

HW public key accelerator (PKA)
CRC calculation unit
48-bit unique 1D
Operating supply voltage: from 1.7 to 3.6 V
Operating temperature: from -40 up to 105 ‘C
Ordering codes

*  BlueNRG-305AC QFN32

*  BlueNRG-305VC WLCSP49

™
Wirellk

Connectivity A




R

BlueNRG

life.augmented

SPI to BLE

Scalability

BLUENRG-LP Portfolio

Wireless SoC

32KB RAM

64KB RAM

€3 Bluetooth 5

2.4 GHz
proprietary

Bluetooth SIG
Mesh

14
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BlueNRG BlueNRG-LP: features for every need

oooo

| Up to 32 GPIOs and
— g 6 channels PWM N

T

\\" | '
W™ |

A Secure boot and OTAFW

A

Ultra-low power consumptions ¢

TS

Dual 12S interface for Cbmplex
Algorithms computation ',

CSA#2 for usége in high
R interference environments

PGA interface to un-expensive
Analog Microphones

15




PC Tools & Utilities

BlueNRG
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PC tools & utilities

&7 BlueNRG-LP Navigator v.0.9.2 ALPHA - X

BLE Beacon

« Support DK for IAR and Keill

* |AR and Keil patches for BlueNRG-LP
+  C:\Users\{username}\ST\BlueNRG-LP DK {version}Utility

* New Keil service pack v1.1.1

* BlueNRG-LP Navigator
 BlueNRG-LP Radio Init Wizard

* BlueNRG-GUI
* BlueNRG-LP and BLE stack v3.x support

* BlueNRG-X Flasher utility
 BlueNRG-LP (UART, SWD through CMSIS-DAP)

BlueNRG-LP Navigator BlueNRG-LP Radio Init Wizard

;;;;;;;;

Baudrate: 821600 (Orly BlueNRG -LP} 2020 03 11 nsoard: 1)

BlueNRG GUI

BlueNRG-X Flasher
K’I 17
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AR EW flash loader installation 1/4

. Install IAR Embedded Workbench for Arm VVersion 8.40

* You can download the version 8.40 from "My Pages” at www.iar.com

r '1
B | Product Info (uvenriewi J ﬂ
Product Version | Close |

[ IAR. Embedded Workbench for ARM 2.40.1.21539 }
IAR. Embedded Workbench shared components 8.3.2.5988

Copyright 2002-2019 IAR Systems AB,

Ky 18

life.augmented


http://www.iar.com/

AR EW flash loader installation 2/4

1. Go the PC folder “C:\Users\{user name}\ST\BIlueNRG-LP DK {version}\Utility”

2. Select EWARM BlueNRG-LP Flasher.exe and double click on the file

Organize » Open Share with + Mew folder = = [ ﬂ
< Favorites MName . Date modified Type Size
Bl Desktop [ | EWARM_BlueMRG-LP_Flasher.exe 71/11/201911:16 AM  Application 239 KBl
& Downloads | kel 5TBlueMRG-LP_DFP.1.1.0.pack 7/11/201911:16 AM  ulision Software ... 674 KB
%7'_ Recent Places

3. Extract the files in the same folder: a new arm folder will appear

Organize = Include in library - Share with - Mew folder = » [l @
¥ Favorites Mame Date modified Type Size
Pl Desktop l | L arm J 6/12/2019 7:11 AM  File folder |
& Downloads EWARM_BlueMRG-LP_Flasher.exe 7/11/201911:16 AM  Application 239 KB
"l Recent Places || Keil. 5TBlueMRG-LP_DFP.1.1.0.pack 7/11/201911:16 AM  uVision Software ... 674 KB |

Ky 19
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JAR EW flash loader installation 3/4

1. Move the folder “arm” to the IAR EW installation path “C:\Program Files (x86)\IAR Systems\Embedded Workbench 8.3".

2. A pop-up window will appear “Confirm Folder Replace”. Select Yes, this will merge the two folders bringing in the IAR
installation folder the necessary files for building a project with the BlueNRG-LP as the target device.

ot

« Users v raffaeleriva » ST » BlueNRG-LP DKOS.0ALPHA » Utility »
Confirm Folder Replace

Include in library + Share with = New g

Organize «

Type This destination already contains a folder named ‘arm’.

- Favorites Mame

: If any files have the same names, you will be asked if you want to replace

Bl Desktop arm 6/12/ File folder
& Downloads EWARM_BlueMRG-LP_Flasher.exe T Application :
& Recent Places 4 Keil STBIUENRG-LP_DFP.1.1.0.pack 7/11/2019 11:16 AM  sion Software ... those files.
Do you still want to merge this folder
= Libraries
3 Documents — | arm
" [EnL <« (0SDisk (C:) » Program Files (x86) » IAR i
@' Music @ e d Date created: 7/28,/2019 1:45 PM
Pict, E
=i Pic ures_ Organize = Include in library = Share with + E
Subversion L]
E Videas ' Favorites Name Date modified Type Size §|
Bl Desktop arm T/28/ 0PM  File folder E |
. = [
¢ Computer & Downloads common 28/20191:45PM  File folder - e

y i .
e O5Disk (C:) 5| Recent Places install-info T/28/2019 1:59 PM  File folder
with this one?

s MNODE_L152RE (D:)
. 4 Libraries
€M Network 3 Documents ZLLL
. & Music Date created: 7/28/2019 1:29 PM
Siitms le=| Pictures

Subversion |-) Move to Embedded Workbench 8.3 | ;i

B Videos E | |

18 Computer
£, osDisk (C)
e NODE_L152RE (D:)

*“I_-I Metwork
20

3 items




AR EW flash loader installation 4/4

* Final check, open a project and build it. As an example open the project:

*+ BLE_SensorDemo.eww in the folder C:\Users\your username\DK {version}\Projects\BLE_Examples\BLE_SensorDemo\EWARM\STEVAL-IDB011V1
* Go to the project Options (tab “Project->Options”). In the tab “General Options->Target” you should see the ST BlueNRG-LP as the target device (see screenshot)
* As you build the code (F7) the binary files will be created in the SDK folder “\Projects\BLE_Examples\BLE_SensorDemo\EWARM\STEVAL-IDB011V1\Release\Exe”

, |

Categaon,:
[enersioptons |
StaticAmatysis
Runtime Checking I
C/C++ Compiler —tbreryOptions 2 | MISRAC2004 | MISRAC:1998
Assembler Target Output | Library Corfiguration I Library Options 1
Output Cm.werter Processor varant
Custom Build )
Build Actions () Care Cortex-M0+
Linker
@ i ST BlueNRG-LP
Debugger ©) Device ]
Simulator © CMSISPack |Mone
CADI
CMSLS DAR Endian mode Floating point settings
GDB Server o
Ijet @ Lite FRU Nene
Jink/1-Trace Big .
TI Stellaris BEL2 D registers
Mu-Link @ BES
PE micro B
TrustZone
ST._LINK - DSP Exdension
Third-Party Driver Mode [Secure
TI MSP-FET Advanced SIMD (NEDON)
TIXDS
K’l 21
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CMSISDAP FW (Windows 10 users)

Settings

@ Home Bluetooth & other devices

[ Find a setting

* BlueNRG-LP is installed and
recognized by the Operating T T g
System as DAPLink CMSIS-DAP ...
device natively ol O Oter devces

DAPLink CMSIS-DAP

Add Bluetooth or other device

-+

Touchpad

* No need to install any additional P s Wi ) Dovntond over et comctins
drivers F | AutoPlay To-help prevenit extra charges; keepithiso

USB

re info about Bluetooth

Related settings

Devices and printers

11:53 AM =]
8/5/2019 2

Ky 2
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USB CMSISDAP FW (Windows 7 ONLY users)

* In Windows 7 (not in Windows 10), install the Virtual COM port driver files available in the
following web site:
https://os.mbed.com/docs/mbed-os/v5.7/tutorials/windows-serial-driver.html

Follow the installation instructions included in the web page.

« Before using the STEVAL-IDB011V1 align the USB_CMSISDAP to the latest available version:

Follow the instructions here: C:\Program Files (x86)\STMicroelectronics\BlueNRG-LP DK
{versionj\Docs\USB_ CMSISDAP_FW upgrade procedure\USB_ CMSISDAP_FW upgrade procedure.html

 After upgrading the USB_CMSISDAP FW, please unplug and re-plug again the STEVAL-
IDB011V1 to the PC USB port, and wait for complete board recognition with associated PC
drivers.

 See next slides for driver installation

Ky 23
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https://os.mbed.com/docs/mbed-os/v5.7/tutorials/windows-serial-driver.html

USB CMSISDAP FW (Windows 7 ONLY users)

1. As you'll plug the board in the PC the Driver Software installation will start automatically
using Windows Update

2. mbed Serial Port driver will NOT be installed automatically

. - - ) |
J T ERireiEE i Iﬁ ___" Driver Software Installation |?l
Installing device driver software Device driver software was not successfully installed
USE Composite Device +f Readyto use Please consult with your device manufacturer for assistance getting this device installed,
USE Mass Storage Device »fRead)rto use . - /
. . . UsB C te D +f Readyt
mbed Serial Port {_iSearching Windows Update... HaR W[D‘:pijr: :;:\:LE J n:z v :l :::
CMSIS-DAP v1 {_J Searching Windows Update... rbed Serinl Port iND divver found
WebUSE: CMSIS-DAP {_}5earching Windows Update... LIE R oot N
; ’ B-rrpritEhect Framo-bert
MBED VFS USB Device o Ready to use WebUSB: CMSIS-DAP 9€ No driver found
MBED VFS USBE Device + Ready to use
Obtaining device driver software from Windows Update might take a while
skip obtaining driver software from Windows Update What can I do if my device did not install properly?

Lys 24

life.augmented



USB CMSISDAP FW (Windows 7 ONLY users)

[ |

3. Launch the mbedWinSerial 16466.exe mbed (x54)

This application will install the mbed Serial Port driver,
This may take a few minutes to complete.

4.  Click on “Install” on the pop-up window °

Cancel |

5. Click on “Run” on the Security Warning pop-up
1 Open File - Security Warning ﬁ‘

The publisher could not be verified. Are you sure you want to
run this software?

Mame: ..ettingStarted_ALPHA\mbedWinSerial_16466, exe
Publisher: Unknown Publisher

Type: Application
From: Ch\Users\raffaele riva\DesktophThisWeek\RF Trai...

e @mbedWinSerial_lﬁdlﬁﬁ.exe a[ Run | [ Cancal

Always ask before opening this file

K T | This file does not have a valid digital signature that verfies its
g’; publisher. You should onby run software from publishers you trust.
= How can | decide what software to un?

Kys | o
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USB CMSISDAP FW (Windows 7 ONLY users)

6. The Driver installation will start mbed (x64)

Installing device drivers... o
7. Click on “Install” on the mbed Universal Serial Bus o ]
pop-up window

8. Once the driver is installed, a COM port will be
associated to the mbed Serial Port

:_," Driver Software Installation @

Device driver software was not successfully installed

[+Z] Windows Security I&

Please consult with your device manufacturer for assistance getting this device installed.

USB Compaosite Device «f Ready to use
Would you like to install this device software? USE Mass Storage Device o] Ready to use
mbed Serial Port xND driver found
USE Input Device «f Ready to use
Mame: mbed Universal Serial Bus controllers WeblSB: CMSIS-DAP 2 No driver found
- MAREOLCC LICD DL o L D
F'LI|EI|I5|‘1EF: ARM Ltd Liiynim iy g . TOTTENCE .(. eyt
r.;y' mbed Serial Port (COM159) «f Ready to use
erB F\f‘fﬂ LUfﬂgC BE\"[LE .(‘( RCﬂUl'_‘f O Uste
USE Input Device «f Ready to use
WebUSB: CMSIS-DAP xNo driver found
" " ! MEBED VFS USE Device +f Ready to use
[T Always trust software from "ARM Ltd", [ Install ] [ Don't Install J ' Ready
What can I do if my device did not install properly?
& You should only install driver software from publishers you trust. How can
I decide which device software is safe to install?

7
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» Direct access to all available demo
applications in order to
« Load and run prebuilt binary images
» Get access to application documentation

» Get access to application project folder (IDE
toolchain + header, source files)

* BlueNRG-LP Navigator must be
launched from the tab available on
BlueNRG-LP DK Start Menu

| ST BlueNRG-LP DK

&yr BlueNRG-LP Navigator
= o Mt Wizard

| Documentation

| Release folder
| Start Menu folder
j%l Uninstall BlueNRG-LP DK

« Alternatively, user can launch the
BlueNRG-LP_Navigator RUN.bat
available on Application folder

7
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BlueNRG-LP Navigator

&7 BlueNRG-LP Navigator

Demonstration Applications
Development Kits

Release Notes

License File

Documentation Index

Basic examples

BLE demonstration & test applications

2.4 GHz proprietary radio examples

Peripherals LL drivers examples
DiUuCIivTinnG LT Peripherals HAL drivers examples

. Peripherals MIX /ers s
SLiaNRG-LP is a very low power Bluetooth low en( "' iPherals MIX drivers example

on Chip, < “=nt with Bluetooth specification.

The BlueNRG-LP extends . tures of award-winning BlueNRG- 1,
BlueNRG-2 System on Chips, enabin., BEIERE 57 5jeNRG-LP Navigator v.0.9.2 ALPHA
MO+ for running the user application code.

STEVAL-IDBO11V1i

mouse pointer to highlight the item on the board

JUMPERS PINs

A1

SMA connector
USB to UART/CMSIS-DAP micro

&7 BlueNRG-LP Navigator v.0.9.2 ALPHA

ExtendedAdv

Hover the mouse pointer

d  to highlight the item on the board

RESET - Reset BlueNRG-LF

Board selected: COMSS

BLE Beacon

The battery holder is on the back

Usage

1.Flash & Run / Doc / Project
2

7



BlueNRG-LP Navigator

* BlueNRG-DK Bluetooth LE examples

1. Click Demonstration...

C:\Users\kyle sung\ST\BlueNRG-LP DK\Projects\BLE Examples|

&7 BlueNRG-LP Navigator

BLE Beacon
ey
. . BLE ANCS Name
. Click BLE Demonstration... — B SERn W Ea T
Demonstration Applications 1 BLE ANCS
o BLE Beacon FreeRTOS BLE_Beacon

Click to move above or below

Flash & Run / Doc / Project

&7 BlueNRG-LP Navigator v.0.9.2 ALPHA

ExtendedAdv

BLE Beacon

Hover the mouse pointer
to highlight the item on the board

RESET

Rese

BlueNRG-LP

life.augmented

Release Notes
License File

Documentation Index

&7 BlueNRG-LP Navigator

Basic examples

BLE demonstration & test applications
2.4 GHz proprietary radio examples
Peripherals LL drivers examples
Peripherals HAL drivers examples

Peripherals MIX drivers examples

BLE Serial Port

BLE Serial Port Master and Slave
BLE HID Peripheral

BLE Multi Connections

BLE Privacy

BLE Remote Control

BLE RC Long Range

BLE Security Central

BLE Security Peripheral

BLE Sensor Demo

BLE Sensor Demo for ST BLE Sensor app

BLE Sensor Demo Central

3

BLE OTA Reset Manager
BLE OTA Service Manager
BLE Throughput

DTM

DTM Basic

BLE_Beacon_FlashManagement
BLE Beacon FreeRTOS
BLE_HID_Peripheral
BLE_MultipleConnections
BLE_OTA_ResetManager
BLE_QOTA_ServiceManager
BLE_Privacy

BLE_RC LongRange
BLE_RemoteControl
BLE_Security
BLE_SensorDemo
BLE_SensorDemo_BlueMSapp
BLE_SensorDemo_Central
BLE_SerialPort
BLE_SerialPort_Master Slave
BLE_Throughput

DTM

DTM_basic

DTM_Updater

28



BlueNRG-LP GUI

Select the COM port labeled (ST DK) o By o x

. File Teogls Settings Help
Click on Open button
BluehRG-LP HW v1.0
Port: | COM4 (ST DK) - HW Reset BlusNRG-LP FW v3.0dev - DTH UART v0.9
: : H Matherboard FW vi.1
The versions appear in the top right corner
ACI Commands  ACI Utities Scriphs  Beacon  RF Test
Init Device...
Service Management. ..
Sequrity Configuration. .
Seauity Information...
Central Role Penpheral Role
Connections. ..
Update Connections... Update Advertising Data...
&7 BlueMRG GUIv3.2.0_ALPHA Security Management. .,
File Tools Settings Help a Service Discovery...
Terminate Connections. ..
t:| |COM4 (ST DK) hd Open HW Reset
ACI Commands ~ ACI Utlites  Scripts Beacon  RF Test Clear List | [ Update [ Autoscrol Send
SentReceived Padkets Padiet Detais
M. 1 Parameter Value Literal Infg
29

11:57:25.198 HCI_COMMAND_COMPLETE_EVENT
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BlueNRG GUI

. . (57 BlueNRG GULvexx = | B [t |
 DTM supporting BlueNRG-LP device and BLE stack Fie Toos_setings il
V3.X : Port; [COM242 (5T DK) <] [_open | [rwReset |

ACICommands | ACIUtlities | Soripts | Beacon | RF Test | Throughtput |

« DTM UART mode: default baud rates 921600. ACLGAP_SET_JO.CABABLLITY | mmendpecet

ACT_GAP_SET_AUTHENTICATION_REQUIREM

Parameter Value Literal Info

ACLGAP_SET_AUTHORIZATION_REQUIREME
ACI_GAP_PASS_KEY_RESP E

* Added throughput tab on BlueNRG GUI for e o

ACI_ GAP_SLAVE_SECURITY_REQ

performing RF throughput tests with different PHY e e o ik

ACL_GAP_TERMIMATE

- ACLGAPiC LEAR_SECURITY_DB
S ettl n g S ACI_GAP_ALLOW_REBOND
.

ACI_GAP_CREATE_CONNECTION

ACLGAP_TERMINATE_PROC -
Pl T— v
Filter
SELECT ALL
GAP GATT - ATT HAL
L2CAP HCI Test HCI
Update Autoscroll
Sent/Received Packets Packet Details
M. Time Type Parameter Value Literal Info
oecon AT
1 150355190 HCLCOMMAND_COMPLETE EVENT [ETEEE
e e 00 eiphedl  Bimapotallowe.
3 150402164 HCLCOMMAND_COMPLETE_EVENT 000 Privecydisabled  Specify if privacy ..
vo [ ehertheden
o0  PubicAdhes  Spcyuhcha..

Baudrate: 921600 2019-10-04

7
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BlueNRG GUI: RF through

put unidirectional

&7 BlueMRG GUI

File Tools Settings Help

Port: COMS6 (ST DK) - Close HW Reset

ACI Commands  ACI Utilities Scripts Beacon RF Test Throughtput
Settings:
Configure as: |Master/Central = PHY: LE_2M_PHY_BIT K Send Data
TX throughput (kbps)

Max theoretical throughput (*)

Unidirectional: 1410 kbps
Bidirectional: 814 kbps
(*) ATT MTU = 247 bytes, LL payload

RX throughput (kbps)

TX: 0 kbps
Clear List  [v] Update [v] Autoscroll
Sent/Received Packets
N, Time Type A
79 23:38:.. HCI COMMAND COMPLETE EVENT

81 23:38:.. HC| COMMAND COMPLETE EVENT

83  23:38:. HCl COMMAND COMPLETE EVENT
85  23:38... HC| COMMAND COMPLETE EVENT

87  23:38.. HCI COMMAND COMPLETE EVENT

89 23:39:. HCI COMMAND COMPLETE EVENT v

Baudrate: 921600 (Only BlueNRG-LP)

- [m] X |

BueNRG-LP HW v2.0
BlueNRG-LP FW v3.0dev - DTM UART vD.9.2
Motherboard FW v1.3

251 bytes

Stop Throughtput Test
Packet Details
Parameter Value Literal

Slave sends notifications

NOTES:

RX: 1374 kbps

Send

Info

2020-05-05

&7 BlueNRG GUI - O

x|
File Tools Settings Help

Port: COMS5 (ST DK) - Close HW Reset

BlueNRG-LP HW v2.0
BlueNRG-LP FW v3.0dev - DTM UART v0.9.2

Motherboard FW v1.3
ACI Commands ACI Utilities Scripts Beacon RF Test Throughtput
Settings: Max theoretical throughput (*)
Unidirectional: 1410 kbps
Configure as: |SlavefServer = PHY: LE_2M_PHY_BIT K Send Data Bidirectional: 814 kbps
(*) ATT MTU = 247 bytes, LL payload = 251 bytes
TX throughput (kbps) RX throughput (kbps)

TX: 1376 kbps RX: 0 kbps
Stop Throughtput Test
ClearList  [v] Update [v] Autoscroll Send
Sent/Received Packets Packet Details
N.  Time Type L Parameter Value Literal Info
106 23:39:.. HCl COMMAND COMPLETE EVENT
108 23:39:.. HCl COMMAND COMPLETE EVENT
110 23:39:.. HCI COMMAND COMPLETE EVENT
LAy
112 23:39:... HCl COMMAND COMPLETE EVENT
114 23:39... HCl COMMAND COMPLETE EVENT
116 23:39... HCI COMMAND COMPLETE EVENT v
Baudrate: 921600 (Only BlueNRG-LP) 2020-05-05

Master receives notifications

* RED line: the theoretical throughput is calculated taking in account the ATT MTU = 247 bytes and LL payload = 251 bytes.

Ly -
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Black line is the actual measured throughput value
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BlueNRG GUI: RF throughput unidirectional

Max theoretical throughput (*)

Slave/Server PHY: LE_2M_PHY_BIT ] Unidirectional: 1410 kbps
Bidirectional: 814 kbps
(*) ATT MTU
X throughput (kbps)

247 bytes, LL payload = 251 bytes

RX throughput (kbps)

TX: 1376 kbps

FX: 1374 kbps

Slave sends notifications Master receives notifications
‘Yl
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1. Open the BlueNRG-LP Flasher Utility
(and close the GUI if previously open)

2. Select the COM port labeled (ST DK)

3. The Reading Memory panel will populate
with the embedded Flash data

&3r BlueMRG-LP Flasher - Utility
File Tools Help

Mo Image file
Select Image file loaded.

Flash from Address:  0x 10040000 Flash Stop
UART
Actions List of COM Parts:

BlueNRG-LP Flasher Utility

&7 BlueMRG-LP Flasher - Utility w0.9.0 ALPHA - O X
File Tools Help

Select Image file ::;ég:ge file
Flash from Address: (0x 10040000 Flash Stop
UART
Actions List of COM Ports:

. [ ] Coms
Automatic M
O COM4 (ST DK)
Verify

I:‘ Mass erase

Update Device Memory

[ Auto Baudrate

Device BlueMNRG-P {max flash address: 0x1007fff)

Reading Memory COM4 (ST DK)

100%:

Device Memary COM4 (ST DK) Image File

1 ~mean
[] Automatic Mode -

] COM4 (ST DK)
Verify

7
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Start Address [0x10040000 | size |ox3000 || Read Write
0 1 2 3 4 5 6 7 ] 9 10 1n o~
Ox10040000 00 o0 | 20 D07 04 10 1 06 04 10 -
£ >
Log
11:58:20.444: Device COM4 (ST DE) -> Read Board Started
11:58:22_351: Device COM4 (ST DE) -> Read Board End
Load Log... Save Log... Clear Log
N. Board: (/0 0%




BlueNRG-LP Flasher Utility (UART)

— [m] >

o7

o]
T
o
m

< (xB6)/STMicroelectronics/BlueNRG-LP DK 0.9.2ALPHA/ Firmware/BLE_Examples/DTM/STEVAL-IDB011V1/DTM_UART hex

1. Select the binary at project (*.bin or *.hex) S
2. Select Actions and COM port = e

3. Press ‘Flash’ button

4. Pop-up message after finished download

Reading Memory COM56 (ST DK)
Device COMS6 (ST DK) -> Flashed and Verified.

Write

0 1 2 3 4 5 6 7 8 9 10 1" 12 13 14

100%

Device Memory COMS6 (ST DK) Image File

Start Address |0x10040000

0x10040000 00 00 01 20 CD B8A 06 10 A9 6D 06 10 B3 6D 06 10 | @m pm
0x10040010 AA 55 55 AA 45 55 4C 42 00 00 OO0 0O OO OO OO OO0 *UUCEULB
0x10040020 00 00 00 OO0 OO OO OO OO OO OO OO OO C1 6D 06 10 Am
0x10040030 00 OO0 00 OO 00O OO0 OO OO0 O7 50 04 10 €3 6D 06 10 P Am
0x10040040 D3 57 04 10 D7 53 04 10 3B 55 04 10 E3 62 04 10 0Q =5 it
0x10040050 1B 6B 04 10 6B 6B 04 10 C3 6B 04 10 2F 6D 04 10 k kk Ak /m bt
Show Log
**++2**START FLASH OPERATION**t*t+ ~
Flash Boards: COM56 (ST DK)
16:49:04.278: Device COMSE (ST DK) -> Flash Programming

> Read Board Started

-> Read Board End

T DK) -> Flashed and Verified.
W
Load Log... Save Log... Clear Log

’l . soara: 11 | % 34
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BlueNRG-LP Flasher Utility (CMSIS DAP)

&7 BlueMRG-X Flasher Utility v0.9.2ALPHA

File Tools Help

Select Image file ! (x86)/STMicroelectronics/BlueNRG-LP DK 0.9.2ALPHA/Firmware/BLE_Examples/BLE_Beacon/STEVAL-IDB011V1/BLE_Beacon_ExtendedAdv.hex
. Select the binary at project (*.bin or *.hex) | S, o | s
UART SWD
Actions [[] mac Address

1

2. Select Actions and COM port
3. Press ‘Flash’ button
4

MAC Address: Start: 0x000000000000 nd: 0x000000000000

[+~ cMs1S DAP

MAC Flash Location|

|—_ Readuout Protection

L Mass erase Save MAC Addresglog File Name timestamp

. Pop-up message after finished download reerer—

Set Mac Address...

Device: BlueNRG-LP (max flash address: 0x1007ffff)

Read flash memory of connected device

100%
Device Memory Image File
Start Address | (10040000 Size 0x1C310 Read Write
0 1 2 3 4 5 6 T 8 9 10 " 12 13
< >
T TSI T T TR T T T T
a ~

7: Flash Verify Operation
1 De

Disconnection ->

16:56:18.915: Flash operation finished!

Show all log infoi

*#+*¥++END FLASH OPERATION***%++

‘¥ut* *FLASH READ OPERATION®*®t*®
16:56:19.056: Waiting device to read -» [

Load Log... save Log.. Clear Log
K’l N. Board: 1/1 0% 35
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BlueNRG-LP Low Power Mode
R
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Low Power Mode

POWER_SAVE_LEVEL RUNNING

* In this power save mode, everything is active and running. In practice this mode is not used, but it is defined for
completeness of information: it is not a real power save mode.

POWER _SAVE_LEVEL CPU HALT

» This power save mode implements the HW CPU-Halt power save mode (only the CPU is halted).

POWER_SAVE LEVEL STOP WITH_TIMER

» This power save mode implements the HW Deep stop mode with the low speed clock ON.

» The device is in deep sleep and the timer clock sources (LS| or LSE) remain running.
« Wakeup is possible from GPIOs (PAO to PA11 and PBO to PB7), RTC, IWDG, Radio and the Hal Virtual Timers.

POWER SAVE LEVEL NOTIMER

» This power save mode implements the HW Deep stop mode with the low speed clock OFF.

« The device is in deep sleep. All the peripherals and clock sources are turned off.
« Wakeup is possible only from GPIOs (PA8 to PA11 and PBO to PB11).

’l 37
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Low Power Mode

» Refer to application note : BlueNRG-LP power save modes

* Low power mode project
» C:\Users\{user\ST\{DK version}\Projects\Peripheral Examples\Examples MIX\MICRO\Micro_PowerManager

_ Highest power consumption

CPU_HALT

STOP with TIMER

NOTIMER

| Lowest power consumption

Ky 3
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Low Power Mode

 Application note : BlueNRG-LP power save modes

* Low power mode test

» C:\Users\{user\ST\{DK version}\Projects\Peripheral Examples\Examples MIX\MICRO\Micro_PowerManager

Projects\Peripheral_Examples\Examples MDAMICRO\MICRO_PowerManager\EWARM\STEVAL-IDB011V1

MName

BlueNRG_LP.icf
Micro_PowerManager.ewd
Micro_PowerManager.ewp

@ Micro_PowerManager.eww

7
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MUOCOM3ES - Tera Term VT

File Edit 5etup Control Window Help
Fouer Hanager FH denn!

Digit ? for help connand

FOHER HAMAGER help connards:
SHUTDOUH LEYEL = the only pakeup source iz a lod pulse on the RSTH pad
POHER_SAYE_LENEL_STOP_WITH_TIMER : wake on wart [(PAS)Stineout 5 sec (NTIMER)/button PUSH1 (PAI0)
POHER_SAYE_LENEL_STOP _WITH_TIHER : wake on wart (PAS1tinecut 5 sec (RTCI1/button PUSH1 (PAI0)
POHER_SAVE_LENEL_HOTIHER : wake on uart (PA3) button PUSHL (PAIO)
POHER_SAYE_LENEL_CPU_HALT = wake on button PUSHD (PAI0]
Toggle led LEO1

Print Hello Horld nezsage

Fezet the BlueHRG-LP

Digplay thiz help menu

39
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OTA

« Download
1. UART Download (Built-in bootloader)
*  PA8(Rx), PA9(Tx), PA10(boot pin), Vcc, GND.
» 8bit/ No parity / 1 stop bit / no flow control / Baud rate range [500 — 460800].
» Application note : BlueNRG-LP UART bootloader protocol.
* PA10 during power-up : Low (Normal), High(Bootloader)

e 2. ST-Link Download (SWD)
« SWDIO, SWCLK, Reset, Vcc, GND.

» 3. OTA (Over the air firmware upgrade)
* Device was already downloaded by UART or ST-Link.

Ky a
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e OTA structure

Application
(with no OTA service)

Jump to OTA by USER1

OTA service manager
(including reset manager)

‘,l 0x10040000

life.augmented

OTA

Higher Application

(with OTA service)

Lower Application
(with OTA service)

0x10040800

Reset Manager
0x10040000 42



Preparing Two BlueNRG-LP EVBs

* Download DTM project to one board.

OTA

« BLE_Exarples » BLE_OTA_ResetManager

Mame

+  C:\Users\{user\ST\{DK version}\Projects\BLE_Examples\DTM EWARM
- Download Reset manager, OTA Service manager or Sensor Demo MS. :qu-mm
Sre
 Reset Manager
» C:\Users\{user\ST\{DK version}\Projects\BLE_Examples\BLE_OTA ResetManager
« OTA Service Manager
» C:\Users\{user\ST\{DK version}\Projects\BLE_Examples\BLE_OTA ServiceManager
« Application
» C:\Users\{user\ST\{DK version}\Projects\BLE_Examples\BLE SensorDemo_BlueMSapp
@ BLE_SensorDemo_BlueMSapp - AR Embedded Workbench IDE - Arm 8.50.7
File Edit WView Project CMSIS-DAP Tools Window Help
NO0ER@ = KO OC -] <
Workspace w 0 X
elease - Normal application project

OWETADP_
’l Higherdpp_ OTA

lte.augmanted lze_OTA_Servicetanager = OTA appllcatlon prOJeCt

43



OTA

« Application note : BlueNRG-LP BLE OTA firmware upgrade

* Preparing Target(Rx) board.
1. Download Reset Manager
2. Download SensorDemo Higher APP

* Preparing Tx board
1. Download DTM UART

MASTER SLAVE

7
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- GUI OTA test sequence (Tx Board.)

0
1
2.
3

Download DTM UART binary to EVB
Select the COM port labeled (ST DK)
Select on OTA Bootloader

Click on “Search for device”

&7 BlueMRG GUI

File Tools Settings Help

Stack Updater...
Port: IFR/Device Configuration... EI HW Reset
Flash Motherboard FW...
AC
OTA Bootloader... Beacn | RPT o Bootloading Actions X
m C
H Get Version... A | ommang
H p Search for devices
H Get Prod Data... TIO!
O R 0 (=5 1= = s = = ]| [
HCI_SET_EVENT_MASK i
HCI_RESET Connect

HCI_READ_TRANSMIT_POWER_LEVEL

HCI SET_EVENT MASK_PAGE 2
HCI_READ_AUTHENTICATED_PAYLOAD_TIM
HCLWRITE_AUTHENTICATED_PAYLOAD_TIN
HCI_READ LOCAL VERSION_INFORMATION
HCI_READ_LOCAL_SUPPORTED_COMMAND!
HCI_READ_LOCAL_SUPPORTED_FEATURES
HCI_READ BD_ADDR v
£ >

Mew image base address (set at compile time linker options):

Filter |

SELECT ALL New image file path:
GAP | | Browse...

Force Disconnection

rl L2CAP 0% Update

life.augmented L R L I

OTA

&7 BlueNRG GUI
File Tools Settings Help

Port: | COMSS (ST DE) - Open

ACI Commands ACI Utilities Scripts

HCI_ACL_DATA

&7 BlueNRG GUI
File = Tools Settings Help

Stack Updater...
Part: IFR/Device Configuration... E
Flash Motherboard FW...
- OTA Bootloader...
E Get Version...
H Get Prod Data... \

45




4. Click on “connect”

5. Select “BLE_SensorDemo_LowerApp_OTA.bin” and Click on “open”

6. Click on “update”

&7 Bootloading Actions

Search for devices

Oxe4895282ab4aBlueMRGLP

Connect

Device : OXE489A282AE44; Image to be uploaded: (LOWER_AFF)

Mew image base address (set at compile time linker options):

| 0x10040800]

Mew image file path:

| | Browse...

Force Disconnection

7
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0%

Update

<« BLE_Sens.. » STEVAL-IDBO11VW1 v O Search STEVAL-IDB

Mew folder ==

5 &3 Mame

|j BLE_SensorDemo_BlueMSapp.bin

[ | BLE SensorDerno BlueMSapp Higherfpp OTA.bin
|j BLE_SensorDemo_BlueMSapp_LowerApp OTAbin
| | BLE SensorDemo_BlueMSapp_Use_OTA_ServiceManager.bin

C:) wl=

File name: | BLE_SensorDemo_BlueMSapp_Lower. ~ | |Image Files (*.bin)

[ Open |

OTA

37 Bootloading Actions

Search for devices
Oxe489a28 2ab4aBlueNRGLP

Connect

Device : OXE489A282A644; Image to be uploaded: (LOWER_APF)

MNew image base address (set at compile time linker options):

| 0x 10040800

MNew image file path:

|ap1:|f5TE\«'AL—IDEUllV1,|'E|LE_Sensor[Jemo_ElueMSapp_LowerApp_DTA.bin| | Browse...

Force Disconnection

Update

46




BlueNRG-LP Project in SDK
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« BLE RC _LongRange
Clent / Server : Scan and Connect each Public Address e hil UGN BLE RC Long Range

7
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Switch PHY by USER_BUTTON1
1M PHY <==> Coded PHY (S=8)

DL2 LED

* Blinking ( searching)

* ON (connected)

DL3 LED

« Blinking (T : 300ms)

* Blinking T > 300 ms =» Retransmission
U5 Blue LED

* ON: Coded PHY

« OFF: 1M PHY

Project in SDK

L37 BlueNRG-LP Mavigator

Client This example shows a simple remote cor

specification v5.0 Coded PHY feature.
Server

Usage

» Projects » BLE Examples *» BLE_RC_LongRange *» EWARM » STEVAL-IDBEO11V

Marne

settings
| | Backup of BLE_RC_LongRange.ewp
| | BLE_.RC_LongRange.dep
| | BLE_RC_LongRange.ewd

| 9 BLE_RC_LongRange.eww

|| BlueMRG_LP.icf

48



Project in SDK

« BLE RC _LongRange
e Clent | Server
Hrite UxUU to handle
Hrite UxU9 to handle
Hrite UxUU to handle

L|| ite D LH fll |*|:|r|d1E'

Hdweﬂjélnqn]ﬁﬁigurathwuﬂﬂ
Updated tenperature: [ deg
aci;;ap;&et;adwertlalnq_gnable[] ==> olCUESS

FHu Ihjnﬂud

ik = Il |'1|'I - I.- A1 -
= A '-' Qi e

ite DHD4 to handle
rite UxUU to handle
ite UxU4 to handle

otart Hdvertising phy 1

|1DHHQETEd

wMitch to LE CUDED PHY
PHY changed: 3 :
oHitch to LE 1IH PHY
PHY changed: 1 1

rite Ux00 to handle
rite UxU4 to handle
rite UxUD to handle
rite UxU49 to handle

_ . i)

LUELDLO Hihuxi

PHY Ihjnﬂud 11

Hrite UxU9 to handle

H.itu Uzl to handle
rite Ux09 to handle

49
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Project in SDK

Projects » BLE Examples » BLE SensorDemo » EWARM » STEVAL-IDBO11V1

« BLE SensorDemo

s
Mame

Test with BlueNRG Application at Phone.

settings
« Update All ST sensors. . BLE_SensorDemo.dep

 BLE SensorDemo.ewd
 BLE SensorDemo.ewp

@ BLE_SensorDemo.eww
« BLE_SensorDemo_Central

—BIUeNRG_LPict
Test with BLE_SensorDemo.

BLE SensorDemo Central » EWARM » STEVAL-IDBO11V1 »

Ea

MName

settings
 BLE SensorDemo_Central.dep
~ BLE SensorDemo_Central.ewd

 BLE_SensorDemo_Central.ewp

@ BLE SensorDemo_Central.eww

 BlueNRG_LP.icf
Kyys

life.augmented
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Project in SDK

« BLE _SensorDemo_Central

BlueHRG-LP BLE Sensor Deno Applicat ion [version: 1.0.00

Advert izing conf igurat ion Ox00
fet advertizing data O0=00

11, Y128, £:-42. Tenperature->3E,

BLE SensorDemo_Central
ACC-2 da-12, ¥a94, Z£:-391. Tenperature-:35.

AOOR Type = 1
AOOE = Oxd6a943fd7 el

Fa-641. Tenperature->35.0

O OATH (Length=121:

02 01 06 05 09 42 6c /5 65 4 52 4/

F2-27. Tenperature->35.0

f:-16. Tenperature->35.0

51
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BlueNRG-LP Reference
R

BlueNRG
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BlueNRG-LP reference document

* BlueNRG-LP DK install path

* C:\Program Files (x86)\STMicroelectronics\BlueNRG-LP DK {version}
« C:\Users\{username}\ST\BlueNRG-LP DK {version} = Project code path

C:\Users\kyle sung\ST\BlueNRG-LP DK

C:\Program Files (xB6)\STMicroelectronics\BlueNRG-LP DK

Name Name
Drivers Application
Middlewares Docs
Projects Firmware
Utility "] unins000.dat

ﬂ unins000.exe
1. Double click ‘index.html’

| \Program Files (x82)%5TMicroelectronics\BlueMRG-LP DENDocs

Marme

license b
index. html °
ELE_Examples

53
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BlueNRG-LP reference document

Release Notes

o BlueNREG-LP Development Kits Release Notes

Keyv Resources

* BlueNRG-LP Key Resources

Device & Kits Documentation

o——

PCB design guidelines for the BlueNEG-1L.P device Application Note
BlueNRG-LP Power Save Modes Application Note

BlueNRG-LP UART Bootloader Protocol Application Note
BlueNRG-LP Development Kit User Manual

STEVAL-TDBO11V]1 (QEN48) Schematic

STEVAL-IDBO11V1 (QEN48) BOM file

STEVAL-IDBO11V1 (QFN48) gerber files

STEVAL-IDB0O10V1 (CS5P49) Schematic

STEVAL-IDBO10V1 {C5P49) BOM file

STEVAL-TDBO10V] (C5P49) gerber files

USBE CMSIS-DAP FW upgrade procedure

7
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Datasheet, Limitations and Reference Manual

BlueNE.G-LP Datasheet preliminary version
BlueNRG-LP Limitations preliminary version
BlueNRG-LP Reference manual preliminary version
BlueNEG-LP Radio Controller Reference Manual

BlueNRG-BLE Stack Library documentation

BlueNRG-ELE Stack Library Eelease Notes

BlueNEG-BLE Stack Library documentation (APIs, events modular
Bluetooth LE Stack v2 x to v3 x migration guideline documentation
BLE Over Ther Air Firmware Upgrade

BLE 5tack v3.x Library programming guidelines

BLE Stack v3.x GATT User Reference Guidelines

GATT database size

BLE stack v3 x Stack Memorv Manager

SPI protocol for network coprocessor

BLE application debugging tips

54



BlueNRG-LP reference document

2.4 GHz Proprietary Radio APIs documentation

* BlueNRG-LP 2 4 GHz propnietary radio low level driver LL APIs documentation
* BlueNRG-LP 2 4 GHz proprietary radio low level driver HAT APIs documentation
» BlueNEG-L.P 2 4 GHz proprietary radio low level driver User Manual

Virtual Timers Module APIs documentation BLE Demonstrations, 2.4 GHz Proprietary Radio Applications &

o  Virtual Timers module LL APTs documentation
o  Virtual Timers module LL HAT APIs documentation
* Timer module Application Note

BlueNEG-LP BLE Demonstrations Applications
BlueNEG-LP 2 4 GHz Proprietary Radio Applications
BlueNRG-LP Peripheral LT Drivers Applications
BlueNRG-LP Peripheral HATL Dnivers Applications

. . . NEG- ipheral I vers Applicats
Peripheral (LL & HAL) drivers documentation BlueNRG-LP Peripheral MIX Drivers Applications

Central/Master Library

s BlueNEG-LP Peripheral LL Drivers documentation
s BlueNEG-LP Peripheral HAL Drivers documentation

* BlueNEG-LP Central Master Library APTs & events callbacks

SDK & Middlewares drivers documentation PC applications

s BlueNEG-LP SDK drivers » BlueNREG-LP BLE Eadio Parameters Initialization Wizard
s BlueNEG-LP Middlewares, hal drivers

BlueNRG-LP Network Coprocessor (UART, SPI mode)

BlueNRG-LP Network coprocessor framework

BlueNRG-LP Network coprocessor setup & framework (UART mode)
BlueNEG-LP Network coprocessor setup & framework (SPI mode)
BlueNEG-LP Network coprocessor APTs, Events & Constants

Ky 55
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BlueNRG MESH

BlueNRG
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BlueNRG-MESH

Brings Smart-home to Your Fingertip

EaS|Iy connecting appllances to I0OS/Android, out-of-the-box

\ @ ,”,\"“/ /\

ST

| * Bluetooth Mesh 1.0 certified Profile Library and Bluetooth LE stack
« Two-layer security (128-bit AES-CCM and 256-bit ECDH protocol)
 Low-power and Friendship supported

* Provisioned node database transfer among smartphones via Email
and Cloud application

« Embedded and Mobile SDK to build both your Android and iOS Apps
Reduces development costs and accelerates time-to-market

Available across full BlueNRG portfolio
I0OS and Android SDK 57



N

31ueNRG Bluetooth Low Energy Networking

PAIRING BROADCASTING MESH
one-to-one one-to-many Many-to-many

MASTER SLAVE

o o o &

%§
® ® ® ® S%E MA%ER ® g
&

OOO®

1 MASTER with MASTER & SLAVE
Up to 8 SLAVES

& © &

DATA TRANSFER LOCALIZED INFORMATION LARGE DEVICE NETWORKS
« Sports & fitness devices « Point of interest beacons * Building automation
Health and wellness devices » Item finding beacons » Wireless sensor networks
Peripherals and accessories » Way finding beacons » Asset tracking

Ky 5
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BlueNRG

BlueNRG-Mesh App BlueNRG Platform SW

ST BLE Mesh app
s for Android and iOS

2 /4

+ B3
By
®

https://itunes.apple.com/us/app

/bluenrg-mesh/id1348645067

I TME

https://play.google.com/store/apps

/details?id=com.st.bluenrgmesh

life.augmented

BlueNRG-Mesh SDK

Software Platform support

« STSW-BNRG-Mesh
* Mesh over Bluetooth low energy for family products
https://www.st.com/content/st _com/en/products/embedded-
software/wireless-connectivity-software/stsw-bnrg-mesh.html

« X-CUBE-BLEMESH1

» Mesh over Bluetooth low energy software expansion for Cube
« https://www.st.com/en/embedded-software/x-cube-blemeshl.html

* Application Example: FP-SNS-BLEMESH1
. Cube function pack for IoT node with BLE Mesh connectivity
and model example
« https://www.st.com/en/embedded-software/fp-sns-blemesh1.html

59


https://www.st.com/content/st_com/en/products/embedded-software/wireless-connectivity-software/stsw-bnrg-mesh.html
https://www.st.com/en/embedded-software/x-cube-blemesh1.html
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BlueNRG

BlueNRG-Mesh App BlueNRG Platform SW

ST BLE Mesh app
s for Android and iOS
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BlueNRG-Mesh SDK

Software Platform support

« STSW-BNRG-Mesh
* Mesh over Bluetooth low energy for family products
https://www.st.com/content/st _com/en/products/embedded-
software/wireless-connectivity-software/stsw-bnrg-mesh.html

« X-CUBE-BLEMESH1

» Mesh over Bluetooth low energy software expansion for Cube
« https://www.st.com/en/embedded-software/x-cube-blemeshl.html

* Application Example: FP-SNS-BLEMESH1
. Cube function pack for IoT node with BLE Mesh connectivity
and model example
« https://www.st.com/en/embedded-software/fp-sns-blemesh1.html
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DEVICES

P

BlueNRG

Chip:

BlueNRG-1
BlueNRG-2
BlueNRG-LP(¥)

Modules:

BlueNRG-M2SA
BlueNRG-M2SP

BLE SoC Ecosystem

Open
Development
Environment

Chip:
BlueNRG-2N
BlueNRG-MS

Modules:

BlueNRG-MOA
BlueNRG-MOL

7
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SPIto BLE Ecosystem

EVALUATION KITS

STEVAL-IDB0O07V2
STEVAL-IDB008V?2
STEVAL-IDBO09V1
STEVAL-BCNOO2V1B

STEVAL-IDBO0O/V1M
STEVAL-IDBO0O8V1M
STEVAL-BLUEPLUG1
STEVAL-BLUEPLUG2

X-NUCLEO-IDB0O5A1
X-NUCLEO-IDB05A2
X-NUCLEO-BNRG2A1

STEVAL-MKSBOX1V1

BlueNRG-Mesh Ecosystem

DEVELOPMENT KITS

STSW-BNRG-Mesh

v1.09.000

X-CUBE-BLEMESH1
v1.4.0 (*)

FP-SNS-BLEMESH1

v1.2.0 (*)

(*) Coming soon

HIGHLIGHTS

=  Multiple Network Keys

= Embedded Provisioner

= Concurrent Beaconing
(Alpha)

= AT-layer (Alpha)

=  Support BlueNRG Soc
as Network Processor

=  Support SensorTile.box

. Legacy Products
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