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SPC58 Chorus Family




SPC58 Chorus Advantage

Ready Now

% ¢
ETHERNET

OPEN
ALLIANCE ISO
CAN FD
&
Ethernet

RAM up to
1.376Mbyte

C@nNFe

Ready for

on the fly

reproqr.
SW & Prog

NEY

Pin to PIN LOW power

scalability SW and HW modes, Modes
eMMC, USB, Hyper-bus

SECURITY
100% Can FD

Best Subsystem Separation ADC monitoring
. . Unprecedented capability in Stand By
Fast data decryption capability Scalability
Evita Medium and Full Stand-By  SSWu Run
® @ >®

Q 40-85UA  ~mA  45-200mA
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SPC582B60

* 72 core @80Mhz

» 64Kdata flash
*COM:7/6/0/0/4
* ASIL-B

* QFN48 / QFP64 / 100

SPC582B60

1MFlash / 96KRAM

SPC582B54
768KFlash / 80KRAM

SPC582B50
512KFlash / 64KRAM

SPC584B70

* 74 core @120Mhz

* 64Kdata flash
«COM:8/14/1/0/7

* HSM (Evita Medium)

* ASIL-B

* QFP64/100/144/176

SPC584B70
2MFlash / 192KRAM

SPC584B64
1.5MFlash / 160KRAM

SPC584B60
1MFlash / 128KRAM

80MHz

SPC58 Chorus Family

Triple Core]

Triple C

. |
Dual Core I

SPC58EC80
4MFlash / 512KRAM

SPC58EC74
3MFlash / 416KRAM

SPC58EC70
2MFlash / 320KRAM

SPC58ECS80

* 2x z4 core @180Mhz

« 128Kdata flash
«COM:8/16/1/11/8

* HSM (Evita Medium)

* ASIL-B

* QFP64/100/144 /176
* BGA292

COM: CAN/LIN/ETH/FR/SPI

120MHz

2xX 180MHz

SPC58NG80
4MFlash / 768KRAM

__
SPC58NG84
6MFlash / 768KRAM

SPC58NG84

* 3x z4 core @180MHz

» 256K data flash

«COM: 8/18/2/1/10
* HSM (Evita Medium)

* ASIL-D

* QFP144 /176 | BGA292

3x 180MHz

| SPC58NH92
10MFlash / 1.37MRAM

ore

SPC58NH90
8MFlash / 1.12MRAM

SPC58NH84

6MFlash /928KRAM

SPC58NH92

* 3x z4 core @200MHz

» 256Kdata flash

*COM: 16/24/2/1/10
* Gigabit Ethernet

* TurboMll for IPC

* eMMC / HyperFlash

* HSM (Evita Full)

* ASIL-D

* QFP144 /176

* BGA302 / 386

3x 200MHz



Core
* 120 MHz Power
Architecture™ |ISA e200z4
Core (VLE)
* Dual Issue Core with Floating
Point Unit
» 8k-Instruction Cache, 4k-Data
Cache
* 64k Local d-RAM

Memory
* 2M byte RWW Flash with
ECC

» 4x16k Data Flash with ECC

« 192k RAM (128k SRAM, 64k
Local d-RAM) with ECC

Ly
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/o
* 8 X MCAN / FD-CAN
* 14 x LINFlex

« 1 x Ethernet (100Mb/s, time
stamping, AVB, IPv4 Checksum)

« 7 x DSPI
«1x12C
» 2x 32ch eMIOS
» 64ch CTU (Cross Triggering
Unit)
* 64 channel ADC
» 2x 12-bit ADC
* 1x 12-bit ADC Supervisor
* 1x 10-bit Standby ADC

System
* SSWU (Smart Standby Wake-

up)
* Security Module: HSM (Evita
Medium)

* FM-PLL

* MPU

* 32 Channel eDMA Controller

* 2 X CRC Unit

* Fault Collection & Control
Unit

*6 X PIT/1x STM/ 1x RTC/API

* Nexus IEEE-ISTO 5001-2010
Class 3+

Qualified

Chorus 2M SPC584B

Debug
JTAG

Nexus
IEEE-ISTO
5001-2010

Crossbar Switch

Memory Protection Unit

SdIV

E
:

yav9 NLO

{

@
=
| 3
w
5
>
]

Power
Architecture™

e200z4

8k-1/4k-D
Cache

FPU
VLE

t_t

INTC

$

128k 2M
S-RAM j FLASH

64k Data
FLASH

PZ]system Platform

ASIL

120MHz

B Vemory

5V /3.3V -40/+125°C

B

B Timer

150

B peripherals

64/100/144/176
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Core

* 180MHz Power
Architecture™ ISA e200z4
Core (VLE)

* Dual Issue Core with
Floating Point Unit

» 8k-Instruction Cache, 4k-
Data Cache

* 64k Local d-RAM

* 180MHz Power
Architecture™ ISA e200z4
Core (VLE)

* Dual Issue Core with
Floating Point Unit

» 8k-Instruction Cache, 4k-
Data Cache

* 64k Local d-RAM

Memory
* 4AM byte RWW Flash with
ECC

» 4x32k Data Flash with ECC

* 512k RAM (384k SRAM, 2x
64k Local D-RAM) with ECC

Ly
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110
- 8 x MCAN / FD-CAN
- 18 x LINFlex

* 1 x Ethernet (100Mb/s, time
stamping, AVB, IPv4 Checksum)

* Dual Channel FlexRay (10MB/s,
128 buffers)

* 8 x DSPI, 1 x 12C
2x 32ch eMIOS

* 64ch CTU (Cross Triggering
Unit)
* 95 channel ADC
» 3x 12-bit ADC
» 1x 12-bit ADC Supervisor
* 1x 10-bit Standby ADC

System
* SSWU (Smart Standby Wake-up)

» Security Module: HSM (Evita
Medium)

* FM-PLL

* MPU

* 64 Channel eDMA Controller

* 2 X CRC Unit

* Fault Collection & Control Unit
(incl. error pin)

* 8X PIT/1x STM/ 1x RTC/API

* Nexus IEEE-ISTO 5001-2010
Class 3+

Chorus 4M SPC58EC

Qualified

Power
Architecture™

e200z4
8k-1/4k-D
FPU
VLE

T

Debug

JTAG

Nexus
IEEE-ISTO
5001-2010

Aeyxal4

VIAd® 19

<>
<>
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¢

5
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59
S w
e

yay9 N1LD

256k
S-RAM

Power
Architecture™

e200z4

8k-1/4k-D
Cache

FPU
VLE

T

INTC

Crossbar Switch

Memory Protection Unit

¢

128k am
S-RAM j| FLASH

128k Data
FLASH

PZ]system Platform

180MHz 5V /3.3V

B Vemory

ASIL

-40 / +125°C B

B Timer

215

B peripherals

64/100/144/176/292
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Core
* 180MHz Power Architecture™
ISA €200z4 Core (VLE)
* Floating Point Unit
» 8k-Instruction Cache, 4k-Data
Cache
» 16k Local i-RAM, 64k Local d-
RAM
* Lock Step (optional)
* 180MHz Power Architecture™
ISA €200z4 Core (VLE)
* Floating Point Unit
» 8k-Instruction Cache, 4k-Data
Cache
» 16k Local i-RAM, 64k Local d-
RAM
* 180MHz Power Architecture™
ISA €200z4 Core (VLE)
* Floating Point Unit & LSP(DSP)
» 8k-Instruction Cache
» 16k Local i-RAM, 32k Local d-
RAM

Memory
* 6M byte RWW Flash with
ECC
* 4x64k Data Flash with ECC
» 768kRAM (608k SRAM +
160k d-RAM) with ECC
* Including 256k Standby

110

* 8 x MCAN / FD-CAN

18 x LINFlex

» 2 X Ethernet (100Mb/s, time
stamping, AVB, IPv4 Checksum)

* Dual Channel FlexRay (10MB/s,
128 buffers)

*+ 10 x DSPI, 1 x 12C
« 2x 32ch eMIOS
» 64ch CTU (Cross Triggering Unit)
« 86 channel ADC
* 4x 12-bit ADC
* 1x 12-bit ADC Supervisor
* 1x 10-bit Standby ADC

System
* SSWU (Smart Standby Wake-

up)
» Security Module: HSM (Evita
Medium)

* FM-PLL

* MPU

* 64 Channel eDMA Controller

* 2 X CRC Unit

* Fault Collection & Control Unit
(incl. error pin)

*8XPIT/1x STM/ 1x RTC/API

* 1x LFAST (Interprocessor bus)

* Nexus IEEE-ISTO 5001-2010
Class 3+ (Aurora interface)

Qualified

Power
Architecture™ 4

e200z4
8Kk-I

VLE

Chorus 6M SPC58NG

JTAG/Debug

Nexus
IEEE-ISTO

S
=

5001-2010

FLASH Cont.

6M
FLASH
FLASH

Power
Architecture™

e200z4

8k-1/4k-D
Cache

A =
Power
Architecture™

e€200z4

8k-1/4k-D
Cache

FPU

Crossbar Switch

Memory Protection Unit

SH Cont.

RAM Cont

$

288k
S-RAM

3l E =

& N

S X

PZ]system Platform B Memory B Timer I peripherals

180MHz 5V /3.3V -40/+125°C D 205 144/176/292 8
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SPC5-STUDIO




SPC5-STUDIO

* Features

OpenSource Integrated Development Environment (IDE) based on ECLIPSE
Code, Makefiles, ELF, and Doc Generation based on a template structure
Full MISRA 2012 compliant Register Level Access (RLA) low level drivers
Easy to use MCU's Pins & Run modes & Clock tree configuration

Software Examples for Discovery kits and premium evaluation boards

Free GCC / GHS / HighTec compiler support

@)

O O O O O
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How to Get SPC5-STUDIO

* https://st.com

Products v Ispcs-smmo m r
Products
, life.augmented

| ® Products PRODUCTS
SPC5-STUDIO
SPC5-STUDIO-AI

i2 Products ’J Applications p" Solutions P Tools & Software & About S

Tools & Software

Resources SPC5-STUDIO-AI Development Tools > Software Development Tools > SPC5 Software Development Tools > SPC5-STUD
Videos

KEYWORDS
Solutions SPC5 STUDIO Al SPC5-STUDIO ACTIVE

o Applications SPCS STUDIO .
STSW AUTODEVKIT
] Code Generator, Quick resc

A-Reference SPC56L DISCOVERY

Eclipse development envirc

| Get Software || ) Download databrief

ST website account is needed

"[ 11
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W workspace - SPCSStudio
File Edit Navigate Search Project

[milhd =

[ Project Explorer

AEY |« & 4|6 a|

There are no projects in your workspace.
To add a project:

= Create a new Makefile projectin a
directory containing existing code
& Creste a new C++ project

[&] Creste a new C project

[ Creste a new C or C++ project
48 SPC5 C/C+ + Application

% Create a project.

E2 Import projects...

Project
Explorer

Run  Window Help

@e0a-

Menu & shortcuts

*** SPC5Studic 6.8.@ FE

Components downloads and release notes are available at the following location:
http://download. spcSstudio. com/updates6

Enjoy SPCSStudio,
The 5PCSStudio Team.

Source code &
LLD configuration

There is ne active editer that provides an
outline.

Outline

= Qutline &2 = B8

—

E Console 52 | ] Properties|[2. Problems | v Tasks

PC5 Console

Console area

SPC5-STUDIO

% Common tasks &4 B = 3

= Starter actions
How to start with SPC55tudio

Create new SPCS application

13 ) Import samples from application library

Available editors
Here are the available editors on the selected application

Code centric actions
Actions te handle code generation, build and debug

Generate application code,
overwriting all previous content.

Compile your application.
Execute and debug your application.

Clean generated files.

12




« Studio & plugin version

&7 About SPC5Studio O X
¢s Welcome _ <
] SPC5 Studio, version: 6.0
() Help Contents ’l
% Search (c) Copyright STMicroelectronics 2020. All rights reserved.
Show Contextual Help ife.ougmented
i o ) Visit http://www.st.com/spcSstudio
Show Active Keybindings... Ctrl+5hift+L
» Tips and Tricks... Components downloads and release notes are available at
Cheat Sheets.. the following location:
'T Eclipse User Storage 5 http.//downioad.spcostudio.com/updatesb/
“e Check for Updates
. Install New Software... @ % . ‘ ‘ = 3 Q
2 Eclipse Marketplace..
I & About SPC5Studio I

Ly
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2 Ilnstallatlon Details I

SPC5-STUDIO

&7 SPC5Studio Installation Details

Installed Software | Installation History Features| Plug-ins Configuration

type filter text

Name Version

4 Firmware Updater components 1.4.2.20200626121133
4+ Gnu GCC feature 4,94.20200626121336
4+ GNU Tools Feature 1.1.0.20200626121250
‘- Hightec Free Tools Feature 494.201809141314
4 PinMap Editor for SPC5x 4.41.20200626120943
«- SPCS Flash driver components 1.10.1.202002250928
4= SPC5-Benchmarks_Support_Feature 1.4.0.20200626121141
«- SPC5-RLA_AI_Support_Feature 1.0.0.20200626121232
- SPC5-RLA_FreeRTOS_Support_Feature 1.6.4.20200626121050
4+ SPC5-RLA_FreeRTOS_TCPIP_Support_Featu 1.9.0.20200626121113
gk SPCS5-RLA_GTM_Support_Feature 1.13.1.202006261211...
W= SPC5-RLA_Network_Support_Feature 1.8.1.20200626121110
4> SPC5-RLA_Runtime-10_Support_Feature  1.3.6.20200626121056
4> SPC5-RLA_SPC560BCxx_Support_Feature 1.13.1.202006261210...
Wk SPC5-RLA_SPC560Bxx_Support_Feature  1.13.1.202006261210...

[ R g
Properties

@ Update... Uninstall...

Id

com.stspes.compaonen
com.sttools.spes.tools.,
com.st.tools.spcs.tools.
com.st.tools.speS.tools.
com.st.tools.spcSwizar
com.stspcS.componen
com.stspcS.componen
com.stspcS.componen
com.stspeS.componen
com.stspcS.componen
Ccom.stspcS.componen
com.stspcS.componen
com.stspcS.componen
com.stspeS.componen

com.stspcS.componen v

>

13




SPC5-STUDIO

 Short cut icons

kv workspace - C\SPC55tudio-6.00workspace\Release Motes.bd - SPC35tudio
File kdit MNawvigate Search Project Run Window Help

GO U g~ .

. 0 &7

Generate SPC5 application
Build SPC5 appilication

Launch UDE debugger
Clean SPC5 appilication
Example application wizard

Lyy 14
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Example code wizard

» User-friendly wizard

&7 SPC5Studio Wizard O X . &7 SPC5Studio Wizard O X ‘
SPC5Studio Wizard ‘,I SPC5Studio Wizard ‘,I
Import Application(s) from SPC5Studio Application template library. Bo.ogrerred Filter through the available SPC5 application templates in SPC5Studio library. Me.cugmerted
- - - - A - . - - A
&37 sSPC5Studio Import application Wizard &ys SPC5Studio Import application Wizard
Step 1: Step 2:
Template library for selected lines / evaluation boards.
Select a family: S1ECt yOUr search parameters:
Isecss 1 Board Drivers RTOS A
Select a product line: O SPCS8ECXX_DIS O PAL O OSlLess
J CHORUS4M-Line 1 O PIT O FreeRTOS
O Serial
Select a device: O CAN ”
| SPCSBECBOES 1 ¢ >
Select an evaluation board: Choose your sample application: | Application name filter text 5 E
Application Name Description Device
[] SPCS8ECxx_RLA PIT Test Ap.. Test application for the SPCS8ECxx create.. SPCS8I
[] SPCS8ECxx_RLA PIT Lifetime... Test application for the SPCS8ECxx create.. SPC58t
[ SPCS8ECxx_RLA Network Pin.. Test application for the SPCS8ECxx create.. SPCS8I
[[] SPCS8ECxx_RLA Network IPE.. Test application for the SPCS8ECxx create.. SPC58t
g [T] €DrRQLErvw PRI A Mahunrk Ga  Tact annliratinn fare tha SDCSOE v rraata CDCSQt v
‘ ’l 2 Back nish Cancel @ < Back Next > Cancel

15
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Platform component

Build Settings

5 Project Explorer &2 = 0O || &7 SPCS8ECxc_RLA PIT Test Application for Discovery &2 = 0

A% | B84 -

v laf SPCSBECx_RLA PIT Test Appln:atmn for Discovery Ly—,Appllcatlon Conﬁgura“on - @ F
N SPCS8ECxx Platform Component RLA 3 * [ =
SPC58ECxx platform options and settings.
% SPCSBECxx Low Level Drivers Component RLA m Copyright (C) STMicroelectronics. All rights reserved.
£ ep] SPCS58ECxkx Board Initialization Component RLA e
@ [Dep] SPCSBECxx Clock Component RLA Build Settings
€ ep] SPCS8ECxx IRQ Component RLA
~ SPCS8ECxx OSAL Component RLA Compiler related opt.n:;ns and switches. .
L SOUrCe Application Name lDl.It ICumpiIEI Variant FreeGCC with VLE support e I
_L ';rjwziEn.c Optimization Level |-02 speed w] UseFPU O
by configurationxmi Common Options | -gdwarf-2 -fomit-frame-pointer -falign-functions=16 -fno-gcse -std=gnu9 C Options
readme.tct
user.mak CPP Options |-fno-riti -fno-exceptions |  Use Verbase Compile no "
Create Static Library []
8= Outline =2 b g = 0

v @ SPCSBECxkx Platform Component RLA

« #% Platform Settings

%, details

&, Runtime Settings
Build Settings
e 13751

";L:'.—‘,JMCLI Group

Ky 16
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* Clock Settings

1 Project Explorer 2 =
N7 a6 8|+
v gy SPCS8ECxx_RLA PIT Test Application for Discovery
v &3 SPCS8ECxx_RLA PIT Test Application for Discovery
@i SPCS8ECxx Platform Component RLA
& SPCS8ECxx Init Package Component RLA
#* SPCS8ECxx Low Level Drivers Component RLA

77 [Denl SPCS8ECxx Board Initialization Component RLA
“ [Dep] SPCS8ECxx OSAL Component RLA

& source

& UDE

[g main.c

g configuration.xml

= readme.txt

A user.mak

i Outline &2 It § = 0O

oo PLLO Settings
o PLL1 Settings
7 CGM Settings
# Clock Points

life.augmented

&7 *SPCS8ECxx_RLA PIT Test Application for Discovery

2 SPC58EC 4M clock tree

Legend

———p XOSC
» IRCOSC
» PLLO:PHI
» PLLL:PHI

40 MH

AL

5 SPCSBEC 4M clock tree 2

180 Mz
SEL
oWz
180 Mz
40 Mz
T
» CMUD =
( L
e——

Clock component

L5 \h' -.u =3

Progressive
clock
switching
A

—>  CMU_1

—p 2128 —p —Pp HSM CIX

[—' oMU_2
> HPBM_CLK B0 Wz
Note 4
e i l——f MuU_3
—O »  PBRIDGE_CLK 4 MHz

Note 4

CMU_11

—o——* —— Core2 180 Mhz
—O—P —gp Core0 180 Mz

—>» ~———» XBAR (K 180 MHz

» FBRIDGE_CLK '80Mkz

17




 LLD Settings

(o Project Explorer &
BT e | & a4 -
v i SPCSBECxx_RLA PIT Test Application for Discovery
v & SPCS8ECxx_RLA PIT Test Application for Discovery
% SPCS8ECxx Platform Component RLA

8 xx Init Package (ompgnent RLA

#* SPCS8ECxx Low Level Drivers Component RLA
i [Dey SECXxX

@ [Dep] SPCS8ECxx Clock Component RLA

€= [Dep] SPCS8ECxx IRQ Component RLA
® [Dep] SPCS8ECxx OSAL Component RLA

& source

& UDE

[€l main.c

I configuration.xm|
readme.txt

5| user.mak

¥ Outline 2 I

2. DS

N By

v % PIT Settings
= Channel 0
&% Channel 1
+» Channel 2
an Channel 3

S7
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= O || 57*SPCS8ECKx_RLA PIT Test Application for Discovery 22 | J8= SPCS8EC 4M clock tree

&7 Application Configuration

SPC58ECxx Low Level Drivers Component RLA
SPCS8ECxx Low Level Drivers options and settings.

% Copyright (C) STMicroelectronics. All rights reserved.

Board Initialization Component RLA ()

®PIT0
Channel 0

Enabled Frequency

Channel 2

Enabled [] Frequency 0

Channel 4

= Enabled [] Frequency 0

) Channel 6

Enabled [ Frequency 0

CallBack

CallBack

CallBack

CaliBack

Channel 1
"Enabled

Channel 3
Enabled []

Channel 5
Enabled []

Channel 7
Enabled []

LLD component

l’Frequency '

Frequency

Frequency

Frequency C

1

- ®callBack jkb_pntO_dﬂ

CallBack

CallBack

CallBack




Generate

* Generate
o After generate, LLD driver code will be present

B Console 2 | Properties| (2] Problems | &1 Tasks & Project Explorer 2
‘_ SPC5 Console BT ab%b| B G| 4 -5 08
------------------------------------------------ v & SPCS8ECxx_RLA PIT Test Application for Discovery
Application Generation Summary v & SPCS8ECxx_RLA PIT Test Application for Discovery
""""""""""""""""""""""""""""" & SPCS8ECxx Platform Component RLA
SPC58ECxx Init Package Component RLA .. .DONE! @ SPCSBECxx Init Package Component RLA

SPC58ECxx IRQ Component RLA ...DONE!

e .
SPCSB8ECxx Board Initialization Component RLA ...DONE! SPCS8ECx Low Level Drivers Component RLA

SPC58ECxx Clock Component RLA .. .DONE! 7 [Dep| SPCS8ECxx Board Initialization Component RLA
SPCS8ECxx Platform Component RLA ... DONE! @ [Dep] SPCS8ECxx Clock Component RLA
SPCSBECxx 0SAL Component RLA ...DONE! €5 [Dep] SPC58ECxx IRQ Component RLA

SPCS8ECxx Low Level Drivers Component RLA ...DONE! % Dep! SPCS8ECxx OSAL Component RLA

v & components
& spcS8ecxx_board_initialization_component_ria
& spcS8ecxx_clock_component_ria
& spcS58ecxx_init_package_component_ria
& spcS8ecxx_irg_component_ria
v = spcS8ecxx_low_level_drivers_component_ria
& cfg

hd 1" dO(
Help document I 2 SPCS8ECxx RLA LLD Component User ManuaLcl
LLD code |- =]
— ma

Ky 19
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e Build

Build

o After build, bin / hex / elf / map will be present

S7

life.augmented

%

2 Console = | Properties | [2! Problems ) Tasks 6.0 » workspace » SPC58ECw: RLA PIT Test Application for Discovery »  build w |
COT Build Console [SPCSBECxx_RLA PIT Test Application for Discovery] -~ -~

Compiling eirg.c Mame Date modified Type
Compilin it _11d cfe.c

[Omgiling 25&1 C T Ist 82172020 1:08 PM File folder
Compiling systimer.c mcs 82172020 1:07 PM File folder
[umpil?ng ?aard.c ohj 8/21/2020 1:08 PM File folder
Egggiﬁ:g ;;ﬁaciﬁécc [ out.bin 8/21/2020 1:08 PM BIN File
Compiling main:c | | out.dmp 82172020 1:09 PM OrAP File
Compiling components.c |7 outelf 8/21/2020 1:08 PM ELF File
Linking build/out.elf | outhex 8/21/2020 1:08 PM HEX File
Creating build/out.mot - o
Creating build/out.bin || cut.map 8/21/2020 1:08 PM MAP File
Creating build/out.dmp | out.mot 32172020 1:08 PM MOT File

Creating build/out.hex

text data bss dec hex filename
17978 128 4376 22466 57c2 build/out.elf

Done

13:89:14 Build Finished. @ errors, @ warnings. (took 1

20



« Depends on your taste
—————— LAUTERBACHJj} - = = = = - -

——————— PN I ——
Green Hills

Flash download / debug

21




Background : FOTA




Software updates
IN consumer electronics

« OS update for smartphones & set-top boxes (STB)
o Remote Software Updates exist for more than 10 years in consumer electronics.
o Background downloading for new firmware via Wi-Fi / Ethernet

AZELY0f 4H[0|E

AirDrop

Handoff

23




Software updates
for cars (classic)

« Manual Update in car repair shop

o Every customer needs to visit a car repair shop to update software via an on-board
diagnostics (OBD) tool.

24




why FOTA
concepts and basic requirements

« Why Firmware Over The Air (FOTA) updates?

O

On an average, an automotive vehicle today has 100 ECUs and over 100 million lines of SW
code. By 2020, there are expected to be 300 ECUs in a car.

In such a complex automotive electronics and software set-up, the need to remotely manage
and update the vehicle ECU software becomes all the more important.

A security attack on any Electronic Control Unit (ECU) of a vehicle may prove to be dangerous
for the passengers and cause a bad reputation for the automotive OEM.

To avoid such a crisis, Firmware Over The Air (FOTA) updates have been identified as a robust,
reliable and cost-effective method for remotely managing the software updates of connected car
systems.

Ky 25
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Benefits of FOTA
Concepts and basic reguirements

Firmware-over-the-air (FOTA) services enable firmware downloads and updates
for any of the specific electronic control units (ECUSs) inside a car.

Cost-efficient and better managed firmware updates
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FOTA Requirements
Application Scheme

* Central OTA management application, like gateway and/or storage
o Flash context management by HW /
o Interface for external memory Lt
o Ultra-fast communication interface 8 iy o
o Advanced security features

=

éf w[. Gsm

ADAS Infotainm’t

« Local OTA available application

o Flash erasing/program while application is running \
o Security features (authentication, cryptography)
o Fast communication interface

CAN-FD

CAN-FD !
CAN-FD I
. !E g

SPC5 Chorus family fully supports

both kinds of applications

Lys

life.augmented
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AFLS + FOTA Demo




Introduction

« This demo shows FOTAD functionality during AFLS? application running.

« User can see the demo progress through LED front lamp, stepper motor,
cooling fan, GLCD, serial log and buzzer.

« Key ST product
 L99LD21 : LED driver
 VN7050AS : IPS
« L99SM81 : Motor driver
« SPC58XC : Chorus 4M MCU
« SPC58XG : Chorus 6M MCU

r 1) Firmware Over The Air
,’ 2) Adaptive Front Lamp System 29
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FOTA TX

IMAGE1 IMAGE 2

w® O
SPC58XG

£l
]

FOTA RX & AFLS

)

Cooling fan

Block diagram (HW) I

X axis Y axis
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Block diagram (SW) I

« How it works?

Main core Address Internal FLASH Partition Second core

A
Power on reset ..
0x0080_0000 meeel8/Nay={z3 o). Partition 2

0xO00FC_0000 Partition 1

FOTA SW SELECTION
FOTA COMMON DRIVER
FOTA SEL WRITING

jump

0x0104 0000 | LWaei=ul Partition O activate
* AFLS APP 1

run AFLS o Motor/ Fan / Led control
« FOTA APP 1
o CAN /UART / Flash driver

download

| —————— 1
0x0120_0000 IPartition 1

&7 0 e

life.augmented
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Appearance

« GLCD
IMAGE 1
FOTA TX ?.f'
IMAGE 1 ¥ »” "™ &, FINISHED!
BUG: DRL & Low beam OFF RESET
IMAGE2 © ~ MAGE 2 & CHORUS 4m
@)
® £
——
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Appearance

« Serial Log

Console log Console log
STMicroelectronics # LDE from FOTA RX
___________________ e oReA AFLS : AFLS core ACTIVATED...
AELS + FOTA AFLS : Boot loader executing...
Adaptive Front Lighting System AFLS : OTA counter reading...
Firmeare Over The Air AFLS : Code jump area -» [IMAGE 2]
CTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTrreeeeTT AFLS @ IMAGE 2 executing...
# DEMO information . L. L.
FOTA TX : ChoruséM (SPCS8XG) AFLS - AFLS Initializing...
FOTA RX : ChorusdM (SPC58XC) AFLS @ FOTA core ACTIVATED...
COMM. : HS CAN (258Kbps) AFLS : IMAGE 2 running !

________________________________________________ FOTA RX : Ready to receive IMAGE 1...

# Log from FOTA RX . .
AELS : AFLS core ACTIVATED... FOTA RX : IMAGE 1 downloading...

AFLS : Boot loader executing... FOTA RX : IMAGE 1 download complete!l

AFLS : OTA counter reading... FOTA RX : Next Code jump area -» [IMAGE 1]
AFLS : Code jump area -» [IMAGE 1] o e e e
AFLS @ IMAGE 1 executing...

AFLS : AFLS Initializing... DEMO END

AFLS : FOTA core ACTIVATED... RESET Chorus 4M

AFLS : IMAGE 1 running ! mmmmmmmmmmmmmmmomoomoooe oo

FOTA RX : Ready to receive IMAGE 2...
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Appearance

Firmware Over The Air

v

a

Back

Y/ s
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Appearance

-

gdupE\L‘%nt Lighting System

35
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e Demo video
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New Firmware

Central gateway

Flash Partition #0

|||||O

D)
i

i,

Application Area #0

Application

OTA driver

Decrypto module

platform

Ly
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Flash Partition #1

Application Area #1

SEE

New IMAGE

Chorus 4M OTA scenario
Single core

(® Receiving encrypted data via Lowest priority task
(High speed CAN / Ethernet) during Application running

(@ HSM extracts crypto key from received data and pass to
decrypto module.

(® Data decryption will be done by decrypto module(Host core)
with crypto key.

(@ HSM jumps to RAM to suspend. (Suspend API)

(® Background task does flash write to empty area with
update segment size.

(® HSM jumps back to flash to resume. (Resume API)

(@ Back to application after update segment download.
Repeat (O~ (® until finishing update about New IMAGE.

FBL determine Application Area #X where to jump at
next MCU reset.

HSM Flash

®
HSM RAM IDLE Task

»

@
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Thank you
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