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STM32WL MCU
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STM32 MCU wireless series

60,000 customers 6 billion STM32
. STM32F2 STM32F4 STM32H7 STM32F7
ngh Perf 398 CoreMark 608 CoreMark Up to 3224 CoreMark 1082 CoreMark
MCUS 120 MHz 180 MHz 240 MHz Cortex -M4 216 MHz
Up to 550 MHz Cortex -M7
. STM32F0 STM32G0 STM32F1 STM32F3 STM32G4
) MaInStream 106 CoreMark 142 CoreMark 177 CoreMark 245 CoreMark 550 CoreMark
MCUS 48 MHz 64 MHz 72 MHz 72 MHz 170 MHz
= STM32L0 STM32L1 STM32L5 STM32L4 STM32L4+
UItra-Iow POWGI’ 75 CoreMark 93 CoreMark 443 CoreMark 273 CoreMark 409 CoreMark
MCUS 32 MHz 32 MHz 110 MHz 80 MHz 120 MHz
Wireless stma2wL® sTMzowe®
\ 162 CoreMark 216 CoreMark
.\ MCUs 48 MHz 64 MHz
Arm® Cortex® core -MO -MO+ -M3 -M33 -M4 -M7
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Optimized for mixed-signal applications

@ Dual-core architecture: Cortex-M4 and MO+




STM32WL5x Line - a rich feature set
Dual-core and enhanced security

Control Arm® Cortex®-M4 Memory
Powe suply M
LIS Ml ey (5 PEATURES
SO moR Ay on (Nvic) A «  Arm® Cortex®-M4 & DSP up to 48 MHz
32033?('5;5&!'1“535) '\"':;Sﬁ;:iected sotloaer Xp tg (2:56 K%_Flash and 64 KB SRAM
2 TSS KiEs L5E) ebug | Hideprotect rm® Cortex®-MO+ up to 48 MHz

Internal RC oscillators
32,768 KHz + 16 MHz +

ART Accelerator""1 .
Timers

. Sub GHz Radio

L inL"’%(E‘éf' X DWAT chamele Multi-modulation: LoRa, (G)FSK, (G)MSK, (D)BPSK
: 3x 16-bit timers * 2 embedded power amplifiers:
Radio 3x ULP 16-bit timers « 1 output up to +15 dBm

.PLL. L(tél)%a‘;, K(GI);;SST(, * 1 outputup to +22 dBm
: Analog «  LoRa RX sensitivity: -148 dBm (SF12, BW=10.4kHz)

«  RX:4.82mAand TX: 15mA (at 10dBm)/ 87mA (at 20dBm) [3.3V]
SAR 2.5 Msps

| 12bitDAC * Ultra-Low Power consumption
* < 71uA/MHz Active mode (3V - RF OFF)

2 watchdogs +15dBm & +22dBm
(WWDG/IWDG) Power Outputs
-148 dBm sensitivity
43 GPIOs {LoRa)

Cycllc redundancy check 150 MHz to 960 MHz 2x ULP comparators

* 1 pA Stop2 mode with RAM retention
modes,
+ 390 nA Standby mode with RTC
Security Arm® Cortex®-M0-+ Connectivity * 31 nA Shutdown mode
gaatioh  Nested vector 2x USART LIN, * Peripherals
Tamper detection Interruot onroller smartcard, IrDA, . 3xI2C, 2xUSART, 1xLP-UART, 2xSPI
) Modem control L ’ '
Secure Areas R e 7xtimers + 2x ULP Comparators
Secure FW Install unit (MPU)
Debug control aifdahug « Advanced secu rlty features
Boot Selection
Secure Sub-GHz, °
MAD o &1 1.8 to 3.6V voltage range (DC/DC, LDO)
"l T * -40 to up to +105°C temperature range == 5
Services -> Packages: QFN48, BGA73
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Control

Power supply
1.8t03.6V
w/ DCDC+ LDO
POR/PDR/PVD/BOR

Crystal oscillators
32 MHz (Radio + HSE)
32.768 KHz (LSE)

Internal RC oscillators
32,768 KHz + 16 MHz +
48 MHz = 1% acc.
over V and T(°C)

RTC/AWU/CSS

PLL

SysTick timer
2 watchdogs
(WWDG/IWDG)

Voltage scaling
(2 modes)

Security

AES 256-bit + TRNG
+ PCROP

Tamper detection

Arm® Cortex®-M4
DSP 48 MHz

Nested vector
interrupt controller
?NVIC)

Memory protected
unW&PU)
JTAG/SW debug

ART Accelerator™
AHB Bus matrix

2x DMA 7 channels

Radio

LoRa®, (G)FSK,
(GMSK, BPSK

+15dBm & +22dBm
Power Outputs
-148 dBm sensitivity
(LoRa)

STM32WLEX Line - a rich feature set

Memory

Timers

1 x 32-bit timer

3x 16-bit timers
3x ULP 16-bit timers

Analog

1x 12-bit ADC
SAR 2.5 Msps

Cyclic redundancy check 150 MHz to 960 MHz 2x ULP comparators

Temperature sensor

Connectivity

2x SPI, 3x 12C

2x USART LIN,

smartcard, IrDA,
Modem control

1x ULP UART

KEY FEATURES

Arm® Cortex®-M4 & DSP up to 48 MHz
Up to 256 KB Flash and 64 KB SRAM

Sub-GHz Radio

Multi-modulation: LoRa, (G)FSK, (G)MSK, (D)BPSK

* 2 embedded power amplifiers:
1 outputupto+15dBm
1 outputupto +22 dBm

* LoRa RX sensitivity: -148 dBm (SF12, BW=10.4kHz)
* RX:4.82mAand TX: 15mA (at 10dBm) / 87mA (at 20dBm) [3.3V]

Ultra-Low Power consumption

< 71yA/MHz Active mode (3V - RF OFF)
* 1 pA Stop2 mode with RAM retention

+ 390 nA Standby mode with RTC

* 31 nA Shutdown mode

Peripherals
«  3xI?C, 2xUSART, 1xLP-UART, 2xSPI
e 7xtimers + 2x ULP Comparators

1.8 to 3.6V voltage range (DC/DC, LDO)
-40 to up to +105°C temperature range

-> Packages: QFN48, BGA73



4 Modulations - many protocols I

~ LoRa FSRaliN
— LERa - based proprietary
r JEN WWM 'Slgfox + M_Bus + proprietary
,l (G)FSK

STM32WL
\_’ W\\/\M > Proprietary
\ (G)MSK |
’\M/v\/‘ > ' sigfox + proprietary

"l (D)BPSKy 7
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STM32WL Sub-GHz - portfolio

kys

s+ s STM32WLES) |

Lys

STM32WLESC

Flash / RAM
Size (bytes)

Up to 29 GPIOs Up to 43 GPIOs
+
256K / 64K Obtimized STM32WLEXCC for full
o P flexibility
BOM cost +
128K / 48K + T K
N daCcKage
T 2'Layer PCB ________________________________________________________ f(y)optprintg
64K / 20K enablement STM32WLEXxCS8 STM32WLEXxJS8
48 pins 73 pins Pin count
7X7mm 5x5 mm
UQFN (p=0.5) BGA (p=0.5)

Ly
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Dual core

- Single core

Note:

x = 5 all modulations available
x = 4 all modulations available except LoRa




Wake-up
r time to RUN
6 cycles

Ly
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Typ with LDO @ Vpp =3V @ 25 °C

RUN (Range1) at 48 MHz
RUN (Range2) at 16 MHz
SLEEP at 48 MHz

STOP 1 (full retention)
STOP 2 (full retention)
STANDBY + 32 KB RAM

STANDBY

71* /115 pA/ MHz

100* / 115 pA / MHz

28* /35 pA/ MHz
4.55 pA**
1 pA*
390 nA**

71 nA*

SHUTDOWN 31*** [ 175 nA**

Vaar 5%+ [ 200 nA**

* Typical values with SMPS, RF OFF

** with RTC on LSE Bypass

*** All OFF

Flexible power scheme

Flex Power Control

Capable

Benchmark scores

High Efficiency

= CoreMark score = 162
Ultra Low-Power Platform

= ULPBbench score = 204



LoRaWAN - Chips & stacks delivery model

Open chips, takeaway stacks

STM32WLE5S STM32WL55
______________________________________________________________________________________________________ _—_——
Arm Cortex-M4 Arm Cortex-M4 — ®
Application Firmware Application Firmware Lo Ra WA N
Radio stack : : N”

......................................................................................................

Arm Cortex-MO0+

S M I Certified LoRaWAN stack

Advanced security Open stack
services Available from st.com/STM32CubeWL

‘ﬁ Open platform o

life.augmented




Enjoy Sigfox wherever you are

An open SoC for a global network

STM32WLES

Arm Cortex-M4

Application Firmware
+

Radio stack

STM32WL55

Arm Cortex-M4

Application Firmware

......................................................................................................

Arm Cortex-MO0+

Radio stack
+

Advanced security
services

‘— Open platform
> /4

life.augmented

' sigfox

Certified stack from RC1 to RC7
+ Monarch certified!

Open stack
Available from st.com/STM32Cube\WL

11



STM32WL and wM-BUS

STAC I( FO RCE& STM32 Partner ‘, rii

embedded.connectivity.solutions .o

life.augmented e
‘ Please contact Stackforce Sales Office

.i h to get wM-BUS stack for STM32WL

Ky 12
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STM32WL




Development materials

. STM32WL C|HIO|A 22191 12
e https://www.st.com/content/st com/en/support/learning/stm32-education/stm32-online-
training/stm32wl-online-training.html
o https://www.youtube.com/playlist?list=PLnMKNibPkDnGnd25b995A5xz\/7gUnC1NP

* https://wiki.st.com/stm32mcu/wiki/Main Paqge

o I{HA HE (NUCLEO-WL55JC)
 https://www.st.com/en/evaluation-tools/nucleo-wl55jc.html
 High band 2| 2 & (mb1389-wl55jc-highband-d04 schematic.pdf)
« Low band 2| 2% (mb1389-wl55jc-lowband-d04 schematic.pdf)
- BOM 2|AE (mb1389_bom.zip)
 Board design project HH LfY (mb1389 bdp.zip)

Ky 13
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https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-online-training/stm32wl-online-training.html
https://www.youtube.com/playlist?list=PLnMKNibPkDnGnd25b995A5xzV7gUnC1NP
https://wiki.st.com/stm32mcu/wiki/Main_Page
https://www.st.com/en/evaluation-tools/nucleo-wl55jc.html

Development materials

- OhE2[A0lE =E
- RF &
» Optimized RF board layout for STM32WL Series (AN5407)
* RF matching network design guide for STM32WL Series (AN5457)
« N 2t
» Ultra-low-power features of STM32WL Series microcontrollers (AN5568)
. STM32WL Cube E{0f 7H&
» Getting started with STM32CubeWL for STM32WL Series (UM2643)
« STM32Cube MCU Package examples for STM32WL Series (AN5409)
« STM32CubeWL Nucleo demonstration firmware (UM2786)
« STM32WL LoRa, Sigfox OHZ 2| #H O™ 7} &t
« How to build a LoRa® application with STM32CubeWL (AN5406)
« How to build a Sigfox™ application with STM32CubeWL (AN5480)
« LoRaWAN® AT commands for STM32CubeWL (AN5481)

Lys 14
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Development materials

- O ZEQ} O{EE|HO0|M AE (STM32Cube FW WL V1.0.0)

_htmresc BFU_1_Image
Documentation FatFs

Drrivers FreeRTOS
Middlewares KMS

LoRaWAN_AT Slave
LoRaWAN_AT Slave DualCore

-
tilities NUCLEO-WL55JC ->
| | Qcensemd  Applications ->

| | package.xml

LoRaWAN_FUQOTA
SBSFU 2_Images_DualCore

| | RERDME.md
d Relkase_Motes.html

SubGHz Phy

- IAR compiler patch file

A 4

\ 4

LoRaWAN _End Node
LoRaWAN_End Node DualCore
LoRaWAN_End_Node DualCorefreeRTOS

Sigfox_AT_Slave
Sigfox_AT_Slave_DualCore
Sigfox_PushButton
Sigfox_PushButton_DualCore

SubGHz_Phy PingPong

| LocalNetwork_Concentrator
LocalNetwork_Sensor

+ KEIL compiler patch file

Lys
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v

SubGHz_Phy PingPong_DualCore

» Local Network Demo
15




Development materials

- RFHZAE
* RF certification process for NUCLEO-WL55JC (AN5566)

* https://wiki.st.com/stm32mcu/wiki/STM32CubeMonitor:Wireless Long Range RF Test#Descrip
tion of STM32 long-range wireless RF test

e STM32CubeMonitor PC software
« Sub-GHz RF H|AE 7|& X|& (DUT = AT Slave A2 X H2|04)
* https://www.st.com/en/development-tools/stm32cubemonitor.html

e STM32CubeMonitor-Power PC software
e X-NUCLEO-LPMO1A EE EE= STM32L562E-DK discovery kit e

* https://www.st.com/en/development-tools/stm32cubemonpwr.html

Lys
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https://wiki.st.com/stm32mcu/wiki/STM32CubeMonitor:Wireless_Long_Range_RF_Test#Description_of_STM32_long-range_wireless_RF_test
https://www.st.com/en/development-tools/stm32cubemonitor.html
https://www.st.com/en/development-tools/stm32cubemonpwr.html

Development materials

NUCLEO-WL55J¢1 |

868/915/923 MHz

NUCLEO-WL55.¢2 |

433/470 MHz

Lys
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SMA Antenna connector

Arduino™ extension connectors :
easy access to add-ons

vvvvv

o
STLK VCP_RX Caiitl Soee™

W W W W M M N N
I . N
T i ol Rl ol i w

STM32WL

(under a metallic shield)

Integrated ST-LINK/V3:
mass storage device flash programming

4 push buttons, 3 color LEDs,
Jumper settings




RF Peripheral
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Sub-GHz peripheral

RF frontend
VDDFA_> Sub-GHz controller
PA
VR PA
— <« Regulator
SUBGHZSPI
RFO_HP FSK/MSK
< Interrupts
RFO LP TX modem Data ——
-— & _)BUSY
RFI P i Control
RFI_I - RX LoRa HSE32 control
OSC_IN modem D e
_IN- hse32
0SC OUT| .  HSE32 >
@_
PBO VDDTCXO
_ 2l TCXO SUBGHZ
Regulator

r’l 19
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Simplified application

*HSE Crystal Regulated power

" P L Note: if TX path
Crystal OR TCXO 32.768 kHz (*LSE) amplifier supply l—-= is used, this part

(VR_PA) is mandatory

Decoupling Matching RE Antenna
Capacitors Network & Matching

Analog SE Network
Filters

Periph | Note: the customer
eripnerals application may

& have TX and/or RX *HSE --- High-speed external clock
*LSE --- Low-speed external clock

Connectors

¢ Colors Description
B Mandatory for STM32WL
[l Depends on customer application

20



Radio TX/RX M2 2

High power TX output & LDO

VDD_RF

SMPS

+ VDDPA &2 = VDD(SMPS ® power [ +22 dBm =33V

o - ( ) management VFBSMPS i + 20 dBm >=27V
« TX & =RFO HP +16 dBm >=2V
° _$_| I:H +22 dBm PBM‘ STM32 WL transceiver BoDRFIVSS

* Low power TX output o0 voors [, ®
Reg PA VR PA =
+ VDDPA &= = VDDRF1V55 j:

« TX T =RFO_LP oy J 7}
° Zt_l |:H +15 dBm ___:__ | } RF Tx HP path
Xtal _____i
L o S PA HP = Tx P ®
¢ RFO_H P EIE = RFO—LP Ol- L|- I:Il_l- i e e metenng [ RF antenna matchgg

e o | osc_out FE_CTRL3 By

AESt=E BF " . l :___i_éj,
32MHz HSE I

« SP3TESP2T=E HE ® AT L RFOLP TXLP Re |

0* ]

RF Tx LP path | matehing I — ;: antenna ;
+ Differential RX input | [reting
+ RFI_P 9} RFI_N e L S

Rx RFI_N matching
« 2|20 balun &£+ CLC lumped
element 7+

Lys
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FE_CTRL2

FE_CTRL1

21



32 MHz Crystal & TCXO Layout 2| Atz

« STM32WL O Crystal / TCXO =78 HiX| 2X| (€ B2 ¢l

b3 1b= drift 2 X])

« STM32WL 1} Crystal AtO| €7 L7t thermal barrier (PCB X Z0]| HiM, copper pour &=X|) B X|
» Crystal / TCXO Ofeff 2 4= HiM =X

« STM32WL BGA I§ 7| K| X|=

¢ 00 ©00C
oo0@00COOG@®EES
oo oeo000C
o0000CGCOES
°20000O0OCG®GCS
o000 0CGGOEES
0o0O0OOOOO
® 0GOS
®

o0 o@®

2 Crystal Al TCXO A HE Thermal barrier

OHC 4.3 PCB Solutions to Reduce Frequency [ rift

A careful PCB design allows reducing the heat transfer between the 5! 1261/2 and the crystal
oscillator, as shown below:




Sub-GHz peripheral operation modes

« Startup
- 2[4l Ol MR/2E o3 L 7] AEf
. OIH3} 2tF A| Sleep ZEZ Xt5 M3t
« Sleep
« Sub-GHz 2| 2tC|R22t 20| THAN AUes KT 2FEf
« RC 64K 2} RF-RTC EfO|HEF S22 ON 7t5
. Ol2f O|HIE A A| Calibration &= Standby £ 0|5 Cold start

- SUBGHZSPI NSS low active A& 212 A| o
- RF-RTC Ete) O} 24§ A| Calibration

« Calibration 22 0| &5t= 4%

- POR 2|Al0] 23 M Sleep 2=

= 8%
« Standby Of| A Sleep2 2 HMEZ F2tat W QXH7} cold start [ EH 4
« Calibration
« Ozl &= calibration 2 2 Standby 2 M2t Transteceive
« RC 64K, RC 13M, RF-PLL &
« RF-RXADC

« Image (RX mode with defined tone)

Ky 23

life.augmented

N

Warm start

40




Sub-GHz peripheral operation modes

Standby

- SUBGHZSPI H|O|H &4 7t&

- 43 RF OI2t0[H 2780 2Rt E)

« AMEZTXE=RX QS otHFS & AN AS2E TX
EERXE M3t

FS (Frequency Synthesis)

+ TXE=RX T2 PLL = LOCK Cold start

« TX

* PA (Power amplifier) ramping-up

- HO|HE M&35I1 Standby 2EEZ At S “

= L-O

« Single transmit, Single transmit with timeout 2 = °

RX _

- ADC £ ON 5} IF (intermediate frequency) FTLt2 =2 Transtecelve

« Continuous receive, Single receive, Single receive with timeout, ° °

N

Warm start

Calibration

Listen 2 &=

Lys 24
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* Peripheral L& & 256 bytes RAM
« RxBaseAddr, TxBaseAddr #4 7}s (C|ZE 0x0, 0x80)
« RXITXHUOHE o= 8% S Ctox0 2= 278 7t

« TX data buffer
« CPU 7t A1 Sub-GHz 7} 97|
 Parameters:

TxBaseAddr (Set_BufferBaseAddress)
TxBufferPointer
PayloadLength (Set_PacketParams)

« RX data buffer
e Sub-GHz 7} A1 CPU 7t 87|
 Parameters:

Lys
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RxBaseAddr (Set_BufferBaseAddress)
RxStartBufferPointer (Get RxBufferStatus)
RxPayloadLength (Set _PacketParams)

Sub-GHz peripheral data buffer

Write_Buffer() I

CPU
side

Read_Buffer() 4

TxBaseAddr +
PayloadLength

RAM

TxBaseAddr

»
»

TX Data buffer

RxBaseAddr

RX Data buffer

TxBufferPointer

Sub-GHz radio

side

RxStartBufferPointer +
RxPayloadLength

Received
payload

A

RxStartBufferPointer

»
»

A

25



Sub-GHz peripheral communication

Table 33. Sub-GHz radio SPI commands overview

- HOUWE J|8to| LfF SPI &4
- SUBGHZSPI (APB3) AFZ
« Opcode: 1byte 1 F7| HME
 Parameter : 0 to n byte 7t#H 37|

.+ L9 length ZE 210| NSS & high 2 T2
- BUSY &=

« High : Busy, Low : Idle
« PWR_SR2->RFBUSYS
- LiE state machine ZE0] [I}E busy &%
- HUME K2|7} HLot busy &2
« PWR_SR2->RFBUSYMS
« NSS 0 low active 212 0| FX|&[= &2t high
active =8 Al & &8 A2t FX
- RFBUSYS 2} RFBUSYSMS 7} or &|O{ A =&

Ly
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Command Opcode Parameters
CalibratImage () 0x98 CalFreqg1, CalFreg2
Calibrate() 0x89 CalibCfg
Cfg_Diolrg() 0x08 IrgMask, Irq1Mask, Irg2Mask, Irg3Mask
Clr Error() 0x07 0x00
Clr_ IrgStatus() 0x02 Clrirg
Get Error() 0x17 Status, OpError

Get_IrqgStatus()

0x12

Status, IrgStatus

Get_PacketStatus ()

FSK

LoRa

0x14

Status, RxStatus, RssiSync, RssiAvg

Status. RssiPkt, SnrPkt, SignalRssiPkt

Get_PacketType ()

0x11

Status, PkiType

Get_Rssilnst()

0x15

Status, Rssilnst

Get_RxBufferstatus()

0x13

Status, RxPayloadLength, RxStartBufferPointer

I row

Chmbrin KRMAT A rni A MO eaCerne KDL amedn D e

Figure 19. Radic busy management

SUBGHZSPI_DATA

NSS

RFBL

JSYS

RFBUSY/RFBUSYS

RFBUSYMS

RFBUSYMS

EXTI RFBUSY interrupt (Stop, Run)

WRFBUSYF wakeup (from Standby)

SUBGHZSPI_NSS | | |

y minimum RFBUSYSM delay

A
A

|

b

-
1
1l

MSVENOTE

26



Sub-GHz peripheral communication

« IRQ 4=
- 10 7H2| IRQ O|HIE A

- MEA 28 7ts

Ly
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=3

TxDone, RxDone, PreambleDetected &
St 3719 IRQ QEHHE AS

Cfg_Diolrg() command

Table 29. IRQ bit mapping and definition

Cfg DiocIrg(IrgMask, IrglMask, Irg2Mask, Irg3Mask) allows interrupts to be
masked and mapped on the IRQ lines.
0 1 2 3 4 5 & 7 B
Opcode IrgMask[15:0] Irg1Mask[15:0] Irg2Mask[15:0] Irg3Mask[15:0]
W W | W W | W W | W W | W

byteD  bits 7:0 Opcode: 0x08

bytes 2.1  bits 15:0 IrqMask[15:0]: Global interrupt enable

See Tabie 29 for interrupt bit map definition. For each bit:
0: IRQ disabled
17 IRQ enabled

bits 15:0 Irq1Mask[15:0]: IRQ1 line Interrupt enable
0: interrupt on IRQ1 line disable
12 interrupt on IRQ1 line enabled

bits 15:0 Irg2Mask[15:0]: IRQ2 line Interrupt enable
0: interrupt on IRQ2 line disable

1 intermint an IRO?2 line Aanahlad

bytes 4:3

bytes 6:5

Bit Source Description Packet type Operation

0 TxDone Packet transmission finished LoRa and GFSK Tx

1 RxDone Packet reception finished LoRa and GFSK Rx

2 PreambleDetected Preamble detected LoRa and GFSK Rx

3 SyncDetected Synchronization word valid GFSK Rx

4 HeaderVvalid Header valid LoRa Rox

5 HeaderEmr Header CRC error LoRa R

| e [ emeseemaes | e |
CrcErr CRC emor LoRa Rx

7 CadDone Channel activity detection finished LoRa Cad

8 CadDetected Channel activity detected LoRa Cad

9 Timeout R or TX timeout LoRa and GFSK R and Tx

15:10 Mot applicable Reserved Not applicable

27




Basic LoRa™, (G)FSK, (G)IMSK TX operation

* Define transmit data buffer Set_BufferBaseAddress()
» Write buffer data Write _Buffer()

» Select packet type Set PacketType()

» Define frame format Set_PacketParams()

» Define synchronization word Write_register()

» Define radio frequency Set_RfFrequency()

» Define power amplifier configuration Set_ PaConfig()
» Define transmit output power Set_ TxParams()

* Define modulation Set_ModulationParams()

» Configure end of transmission interrupt Cfg_Diolrq()
« Start transmission Set_Tx()

* sub-GHz radio transmit packet
» Wait for end of transmission interrupt and read status Get_lrqStatus()
» Clear interrupt Cir_IrgStatus()

Ky 28
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Basic BPSK TX operation

» Define transmit data buffer Set_BufferBaseAddress()

» Write buffer data for the whole packet defintion Write_Buffer()
» Select packet type Set PacketType()

» Define frame format Set PacketParams()

» Define radio frequency Set_RfFrequency()

» Define power amplifier configuration Set_PaConfig()

» Define transmit output power Set_ TxParams()
* Define modulation Set_ModulationParams()
» Configure end of transmission interrupt Cfg_Diolrq()
« Start transmission Set_Tx()
* sub-GHz radio transmit packet
» Wait for end of transmission interrupt and read status Get_lrqStatus()
» Clear interrupt Cir_IrgStatus()

Ky 29
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Basic LoRa™, (G)FSK RX operation

» Define receive data buffer Set BufferBaseAddress()
» Select packet type Set PacketType()
» Define frame format Set PacketParams()

» Define synchronization word Write_register()

» Define radio frequency Set_RfFrequency()

* Define modulation Set_ModulationParams()

» Configure end of reception interrupt Cfg_Diolrq()

« Start reception Set_Rx()
« sub-GHz radio reception

» Wait for end of reception interrupt and check received packet status Get_IrgStatus()
« Read receive buffer information Get RxBufferStatus()
« Read received data Read_Buffer()

» Clear interrupt Cir_IrgStatus()

Ky 2
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LoRa 0] =c|7| 0]
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LoRa network architecture

STM32WL
Embedded

—
I gjlient
i — —_— T
— =I Backhaul
—
4 Ethernet 4G, ... e
‘ —_—
I Applicatioyserver
J EI"Id Ga’(eway
devices

. Client
AES authentication (Network session key)

"I AES Secure Payload encryption (Application Session Key)

life.augmented
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LoRa PHY

Frequency
A

Information encoded

A
Bandwidth |

*,,, -

« CSS Z=20|M Al (Chirp Spread Spectrum)

 Chirp : A|ZFO] X|LIEHAM FLt7F SI4SHALE EE= A0

« SF (Spreading factor) : Number of bits per symbol (5 to 12

« Coding Rate (CR) : Error 20| AI2E%|= H|EQ| H|&
0l € =01, CR4/5 = 80% = &KXl HIO|E, LIHX| 20% = Forward Error Correction (FEC) & 2/0|
CR4/5 2t CR1 2 &2 &0 0|, CR4/6=CR2, CR4/7=CR3, CR4/8=CR4 = Z Lt
Ol Z =01, SF12 0 CR4/5 2 8%, 12 H{ESO| X HO|EH= 9.6 H{EO|L1, FEC = 24 H|E

* 1 Symbol = 25F chips , Ty, = 1/BW, Tgynpo = 257/1BW

* Rate Code = 4/(4 + Coding Rate) where, Tg ., Coding Rate € {1;2;3; 4}

- Bit Rate (Rb) = SF x (1sec/Ty,,) X Rate Code
O£ =0, BW=125KHz, CR=2, SF =12 2| 4% =12 x (125000/2'2) x (4/(4+2)) = 0.244 Kbit/sec
OE &0, BW=125KHz, CR=1,SF =72 A% =7 x(125000/27) x (4/(4+1)) = 5.468 Kbit/sec

"l 33
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LoRa PHY

Whitening
- EY I31|O|E1 = 578 XOR sequence 2 E”3H A

£ &|&= DC bias & {011 randomness & F7} A AITHO| 7555 %E._Ef
Hamming coding

« 7 20| 322 Q5 ot H|E Ol2{E =T 922 5tH 4/5, 4/6 2 parity ST 7t55t10
4/7 = single bit error correction, 4/8 < single bit error correction, double bit error detection = L}

Interleavmg
« T8 20| S22 Q5 EAot HIE 0217} ol = otLtof| HE N2 HMSHH 47 o2z 3§
H| 7

 —

(=) o
[[H--Oﬂ ME=Z F45t= HIEE serial to parallel 4/ 2
oAl

gl
2
=)

Gray mapping

- gEE HO|H2| ZE 12| BerS bit otL D HSIES s M82 ot= DT L4 (O, 3 (011b) -> 4
(100b) 2 3H|E HZA CHAl 3 (010b) -> 4(110b) Al S Z 1H|ETF HA)

Lyy ”
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LoRa security

« Commissioning
« ABP (Activation by Personalization) : AtH0f| ZEE M7 M EE LHF 22 A (EFELE B3t Qi8)
« OTAA (Over-the-Air-Activation) : FE 7|2t LHE0f| 225t Join IPE SO FEZ|E MM7|E dd ALE
- End node £ 7| (OTAA 7| &)
« DevEUl: AMAHCORE ZEL|X| U7 JE L= SHLIONCH SEE SAUBE HD

« AppEUI (JoinEUI) : AE =EVI H&ES HMAFCE SEK(X| &
(¥E2 wWiFi HESR 0| 9

« AppKey: YE E StLf OCF &S E SFEX| = 7%t AES FEZ|0|H HERZR (=0Ql) MH
MH| A SO Z&e I ALS (2E2| WiFi HIESR THAJE A
- MM 7| (OTAA 7|&)
« NwkSKey (U E3 MM7|): AppKey, AppNonce, NetID, DevNonce 2 28, MIC validation 0| AtE
« AppSKey (O{ZZ|AH 0| MM7|): AppKey, AppNonce, NetID, DevNonceZ d, HA|X| Y2310 AtE

- HE3I MH < JoinRequest 2 22 DevNonce Z NwkSKey 2t AppSKey £ M35t AppSKey =
HZ2[A 0| MHE MY (LoRaWAN1.0) St11 JoinAccpet & Ef 2 2 AppNonce, NetlD, DevAddr,
DLSettings, RxDelay S ; MESIH HE - C = 52ASH NwkSKey 2F AppSKey 7| & MM AR

Ky 3
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 LoRa End Node ++
e Nucleo-WL55JC E &

« STM32WL CubeHAL V1.0.0 2| LoRa AT Slave 0|X| ZE
* Projects\NUCLEO-WL55JC\Applications\LoRaWAN\LoRaWAN_AT _Slave

« STM32WL CubeHAL V1.0.0 2| LoRa End Node 0| X| 2=
* Projects\NUCLEO-WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node

- LoRa Gateway 1“8
« P-NUCLEO-LRWAN2 0| != NUCLEO-F746ZG + LoRa &= EE
+ LoRa &4 M|A|X|Z Loriot A{H{ 2 UDP packet forwarder =%

« LoRa Network Server 7+
« Loriot AlH]

Ky %
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Sigfox network architecture

STM32WL E
Embedded I Base station

—
n—
—
—
—
S—

j) SIGFOX

Backend server

Client

HTTP Callback

Sigfox Object

Applicatioryserver

SIGFOX
Base station
Client

£yy Sigfox HE®IA A8 7t XY https://www.sigfox.com/en/coverage ”
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Sigfox RF region configuration

RC1 RC2 RC3 RC4 RC5 RC6 RC7
Europe etc USA etc Japan Brazil etc South Korea India Russia
UL low frequency (MHz) 868.034 902.104 923.104 920.704 923.204 865.104 868.704
UL center frequency (MHZz) 868.13 902.2 923.2 920.8 923.3 865.2 868.8
UL high frequency (MHz) 868.226 902.296 923.296 920.896 923.396 865.296 868.896
DL low frequency (MHZz) 869.429 905.104 922.104 922.204 922.204 866.204 869.004
DL center frequency (MHz) 869.525 905.2 922.2 922.3 922.3 866.3 869.1
DL high frequency (MHz) 869.621 905.296 922.296 922.396 922.396 866.396 869.196
Uplink modulation DBPSK
Downlink modulation GFSK
Uplink data-rate (bps) 100 600 100 600 100 100 100
Downlink data-rate (bps) 600
Frequency Frequency
Medium access Duty cycle 1% M.:)(()zpr):?i?ne Carrier sense Mgfzﬁl?i?ne Carrier sense | Duty cycle 1% | Duty cycle 1%
400 ms/20s 400 ms/20s
Control message frequency (MHz) N/A N/A 923.2 N/A 923.3 N/A N/A
CS bandwidth (Hz) N/A N/A 200 N/A 200 N/A N/A
A .
-

B&B.034 BEE.226
‘ﬁ ) " 39
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- Uplink | A|X| = single frame &=

L

+— multiple frame (

Sigfox message

SZHAIX] 3 HF)

A EH

— 1

o Uplink M| A]X| %|C{ payload 3 7|= 0 ~ 12 byte (96 bit) 2 X|$t, ™S|T ZOQI0| XIS EA AL

« X ©& 3= (Duty cycle 1% /1 A|ZE Mot =7t B%) = SFF 0| 140 messages (12 byte 7| =)

« Uplink | A[X| =B
« Frame type : Uplink = payload Z 0|, frame emission &=A] (multiple frame 32 X&) 0Of 2 0 H gk
« Length Indicator : AUTH 27| Z=710]| I} payload 2| Z0|& F2|

« Bidirectional Flag : Downlink = &
- |dentifier : Sigfox 2 F£E{ A0

« Downlink H|A|X| =&

« Frame type : 0x1227 =

Uplink M| A] X|

orCth

SiCH HES X
= 0O CE 11— -

HAIXIE &7|E #ot= AKX K]
MA S=EIX]

OF ] OO"‘O
LS 1= T1 Ell_l-

device ID

1w
« Payload : € 9| length EE7} gleB= g4t 1178 ZO0|= AHHO| ol ER
Preamble |Frame type| Length Indicator | Bidirectional Frag Repeated Flag Message Counter | Identifier| Payload | AUTH CRC
(19) (13) (2) (1) (1) (12) (32) (0-96) | (16-40) (16)
Preamble [Frame type ECC Payload AUTH CRC Downlink H|A| X
(91) (13) (32) (0-64) (16) (8)

Lys
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« Uplink frame only (U-Procedure, DC/FH/LBT)

procedure #p

UL Frame #1

UL Frame #2

Tieu

pracedure #p +1

UL Frame #3

UL Frame #1

TIIF

in addition, regulatory constraint: DC 1% over 1h

Sigfox frame timing

Table 3-4 : Time interval values for frames in U-procedure

« Uplink and downlink (B-Procedure, DC/FH/LBT)

Figure 6-4 : U-procedure, multiple frames, DC

procedure #p

Tw

UL Frame #2

UL Frame &1

Tes UL Frame #3

TL'J\'

UL CTRL

in addition, regulatory constraint: DC 1% over 1h

procedure fp+l

UL Frame 81

Lys
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Figure 6-10 : B-procedure, multiple frames, DC

RC1 RC2 RC3 RC4 RCS RCe& RC7
Tiew min 10ms 10ms 10ms 10ms 10ms 10ms 10ms
Tieu max 2000ms 2000ms N.A. 2000ms N.A. 2000ms 2000ms
Tiee min 10ms 10ms 10ms 10ms 10ms 10ms 10ms
Tiep max N.A. N.A. N.A. N.A. N.A. N.A. N.A.
Tie N.A. N.A. 8s N.A. 8s N.A. N.A.
Table 4-2 : Time interval values in B-procedure at PHY level
RC1 RC2 RC3 RC4 RC5 RC6 RC7
Tiea min 500ms 500ms 10ms 500ms 10ms 500ms 500ms
Tirs max 525ms 525ms N.A. 525ms N.A. 525ms 525ms
Tier min 10ms 10ms 10ms 10ms 10ms 10ms 10ms
Tirp max N.A. N.A. N.A. N.A. N.A. N.A. NL.A.
Tie N.A. N.A. 8s N.A, 8s N.A. N.A.
41
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Sigfox security

* Provisioning
« SoC (STM32WL) K|S Sigfox credential 8 &£
- Device ID, 4 byte : Sigfox £ £ &2 2= HMANHCE SEEX| = LS ID (EE2 MACFR)
« NAK (Network access key), 16 byte : Sigfox 2 £ &Y 2= AES 7|0|{ Uplink/Downlink H|A| X|2] AUTH (MAC)
= A LM K HALS St=0H A&
« PAC (Porting authorization code), 16 byte : Sigfox object K| &2 Sigfox HER 0| AL SET I} AMHESH= 7|2
NEsE HAIOIEON E€5t= 12(8 ZE
* Nucleo-WL55JC 7HEE = 7 1E Sigfox credential 55 A
« STM32WL chip 215 A F& : STM32CubeProgrammer £ STM32WL Off JTAG/SWD £ &% Z chip 215 A EA}
« ST HAIO|EO| M STM32WL chip 215 A &5 = Sigfox credential Tt (ID, NAK, PAC Z£g) EH7|
« https://my.st.com/sfxp 0l &<, M EAFSH STM32WL chip 215 A 201 27| & Sigfox credential It CHRZE
- Sigfox credential 215 A S2A| H 22| (5= SE) X% : STM32CubeProgrammer 2 CHR2ZE 22 0 s LjE
Al 22| &&= Secure element Off X%
s ritrt_rg:/ébév.siqfox.com/activate Ol &, Sigfox credential It LHE 2| ID 2 PAC B EE =3 A Sigfox LI E A0

O O T

« Encryption / Decryption

» Sigfox HA[X| F=2t= H 2 & AF2 Al backend 7t decoding &l plain text & EA|
E|EZ endtoend 2| A M ds3 £2FME payload O H2S HH

Ky 2
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Sigfox library

« sigfox_api.h
+ SIGFOX_API_open Application Siﬂ:gfacw“re MANUF_API Radio Idle
« SIGFOX_API close
- SIGFOX_API_get_device_id B
« SIGFOX_API _get initial _pac e aei chanee «———— Retum
« SIGFOX_API_send_frame B S Interrupt
. SIGFOX_API_send_bit T s BN
 SIGFOX_API _set _std config Radic . SetTxConfig
+ HIAX S N
- SIGFOX_AP| open & T )
° S|GFOX_AP|_Set_Std_C0nﬂg §% Callback SUSGEZ Radio IRgHand]er e
- QIX=FHQILBT ZEO|M ALESH= EF A & S S — >
+ SIGFOX_API_send_frame(bit) oo R (Riminil bbb bl
R %E% -OI;II__)F RF API stop Radio.3leep |
- QK= MAIXK|S] S413 7|, S4HE, =AHIE Atz 478 € - - DA Diiniaiity
 tx_repeat (tx_mode) Off t2tA 11 ME = 3H HE
« initiate_downlink_flag O [[t2kA] downlink S &2 7|CHEX| A7
Kys 43




Sigfox 4| & I

- Sigfox object T4
* Nucleo-WL55JC1 E &

« STM32WL CubeHAL V1.0.0 2| Sigfox AT Salve O x| 2= AtE
* Projects\NUCLEO-WL55JC\Applications\Sigfox\Sigfox_AT_Slave

- Sigfox HHE®IT &
* Nucleo-WL55JC1 EE
- HIAE OAIX| B&

« Sigfox backend A{H
. HIAE DJAIX] A1 ol

L—

’l 44
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FSK / MSK modulation

FSK - Frequency Shift Keying

Digital data represented as variations in
the frequency of a carrier wave

GFSK - Gaussian

Filters the data pulses
with a Gaussian filter to
make the transitions
smoother.

GMSK - Minimum

Waveforms used to
representa 0 and a 1 bit
differ by exactly half a
carrier period.(modulation
index 0.5)

4-GFSK

4 different frequencies
represent 4 different
symbols (00, 01, 10, 11)

Lys
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FSK (Frequency shift keying)
FSK = 2-FSK = 2 level FSK = Binary FSK = BFSK

Mark frequency : HIO|H 2| 1 & HEJS= (&2) FTot=r
Space frequency : HIO|HZ| 0 & ESIE (K2) Tt

Center frequency : Mark frequency 2 Space frequency 2| 57t T

Frequency deviation (Fda, Fdev) : Center frequency 2 Mark £= Space frequency 22| It X}O|

Bit rate (BR) : At&A}7F &SH= O|O|E & bps (G, 2400 bps, 9600 bps, etc)

Bandwidth : Z|2 2 x frequency deviation + bit rate 2 2 (+ oscillator frequency error)
O, frequency deviation >= 50 KHz, bit rate = 9600 €| X[ bandwidth = = 100.96 KHz

Modulation index (h) : Mark frequency 2} space frequency & LOtLt 72 A HiX|ZX[Of| CHEE EH L 2 (frequency

deviation x 2) / bit rate 2t (ZEBIE 2 =E h >=1 AIE, inter-symbol interference & X|)

0il, frequency deviation = 50 KHz, bit rate = 9600 LI h = 10.41 (4

2 2 2442 bandwidth £ ZH])

46




Data coding

« Data Coding
« RZ (Return-to- zero) coding = HIO|H2| [ E 12 &E2ot= 40, +1) 1t BH}O|H2| ZE 02 &
(4l, -1) /0l = Tt Ot idle &fEH (0) 7+ R r
« NRZ (Non-return-to-zero) coding = HO[H2| ZE 14} 02 #2SI= LT ULt
. 0|2|0| = NRZI, Manchester S 0| AF2 Z|X|TF STM32WL 2| FSK = NRZ 2t X| &

rof
ey
rlr

N

0+ RZ coding

' 1T 01 1 0001 00

0 NRZ coding

' 1T 01 1 0001 00

Ky a7
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FSK/ MSK message

FSK : 0.6 Kbit/s up to 300 Kbit/s

« BR =fOSC (32MHz) * 32/ BitRate (0 & £01, 9600 bps S 28§ A= BR = 32000000*32 / 9600 = 106666)

« Fdev = FdevHz * 2725 / fOSC (32MHz) (0|£ &0, 10 KHz deviation = /3l A|= Fdev = 10000 * 225 / 32000000)
MSK : 0.1 Kbit/s up to 10 Kbit/s

- BR =fOSC (32MHz) / BitRate (0 & S0, 9600 bps £ %8l A= BR = 32000000 / 9600 = 3333)

«  Whitening (9-bits LFSR x° + x5 + x', programmable initialization value) 7| s = &4

« NRZZY ALE

« Payload CRC (programmable polynomial, initialization value, inversion and length) = &

« Syncword = &4, syncword detection 7| XS

- Fixed length packet == variable length packet (Length 2 E Xt& ALt =71

Fixed Length packet Preamble Sync word Payload CRC
8 to 65535 bits 0 to 8 bytes 1 to 255 bytes 0, 1, or 2 bytes
CRC « =
Whitening < >
Preamble Sync word Length Payload CRC
Variable Length packet | g5 65535 bits | 0 to 8 bytes 1 byte 0 to 255 bytes 0, 1, or 2 bytes

v

(37 CRC <
Y/ Whitening <

life.augmented
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FSK Ol & I

» FSK &t 74
« Nucleo-WL55JC1 EE x 2 O

« STM32WL CubeHAL V1.0.0 2] SubGHZ Phy PingPong 0| X| ZE ALE
*  Projects\NUCLEO-WL55JC\Applications\SubGHz_Phy\SubGHz_Phy PingPong

Ky 49
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